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Solutions — Software fault isolation

Software Fault Isolation

(SFI[SOSP93])

“Can not bypass
SFI check _

Module

char *p = Oxf7;
sfi_ check memory(p):

SFIl Runtime

void sfi_check_memory(p) {

}

if p not in “Module memory”
stop_module();

Module uiD
memory
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Solutions — Software fault isolation

Process individual memory space

Running in Software Fault Isolation Model

1
|
I
1

User Space User Space
SFI SFI

Trust Code UnTrust Code

UnTrust Code o e

A
Trust Code provided services by System Call

Kernel Space

Device Drivers and Kernel Modules

https://drive.google.com/file/d/0B5pbg4t2T2_fM2h1dnd3TFRudOE/view
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Solutions — Sandbox
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Solutions — Sandbox

WITH SANDBOXING, OUR GOAL 1S TO PREVENT MALWARE FROM
INSTALLING ITSELF ON YOUR COMPUTER OR USING WHAT HAPPENS IN
ONE TAB TO AFFECT WHAT HAPPENS IN ANOTHER.

SO, FOR EACH
OF THESE
PROCESSES WE'VE
STRIPPED AwaAY ALL
OF THEIR RIGHTS.

1
1

A% 0 CHROME PROCESS

I)’

A
1 I%“,E
& IS8 S8 1Res
iR/
: =y

L 0 PROCESS 0 PROCESS

THEY CAN
COMPUTE BUT
THEY CAN'T WRITE
FILES TO YOUR
HARD DRIVE OR
READ FILES FROM
SENSITIVE AREAS
LIKE YOUR
DOCUMENTS OR
DESKTOP.

https:/www.ghacks.net/2012/08/09/chromes-flash-
sandbox-improves-with-better-security-less-crashes/
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Solutions — Virtualization & Containers

VIRTUALIZATION

HYPERVISOR
HOST OPERATING SYSTEM
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CONTAINERS

VS,

SUPPORTING FILES
RUNTIME |

HOST OPERATING SYSTEM
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Solutions — Hardware isolation

TEE Client API

i Trusted

Appiication

Payment
&9
\(S’)

Trusted OS Components

: @ Hardware Platform

HW Keys, Storage, TUI Peripherals
(Screen and Keyboard), Secure Element

HW Secure Resources
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TEE Architecture — Intel SGX

>
. i#

Intel® Software Guard Extensions (Intel® 5GX)
Isolation for individual application data spaces

Application Key
SGX
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TEE Architecture — Intel SGX
SGX High-level HW /SW Picture
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TEE Architecture — ARM TrustZone

Rich OS

V-
[ Native Applications ]

B —

[ Wrapper APIsJ

\

(optional)

optee_client

TEE GlobalPlatform | |-
Supplicant TEE Client APl ) ..-...

FPEENEE RSN

---------------------------------------------------------------------------------------------------------

g aERREERERER ’/':" '1"--.,:.
O , TEE Driver | (ot
— : g Monitor
= | optee_linuxdriver! |
E Storage... "

ARM® TrustZone®enabled

chipset
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Application | I|Application | I|Application
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| optee_os

GlobalPlatform
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TEE Internal API

4
—— ] [TEfunctlons/hbs

(crypto...)

HAL

HW resources ]
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USER

..............

PRIVILEGED
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Normal OS
Secure OS

l MQTTS Client w i Testified Program | Blockchain Client
1 [ Blockchain TA ’ l Testimony TA { MQTTSTA
tee_client
i Global Platform
| TEE Supplicam ‘ l TEE Client API ! l
Global Platform TEE Internal API

TEE Secure
-TEE Core TEE Crypto API —
TEE Driver o jois Sizpads
Monitor API Blockchain Blockchain
Core Crypto API Credentials

File System Testimony Driver

KERNEL SPACE
Hardware Resources
Crypto, Timer, Fuses, Watchdog

KERNEL SPACE

TEE-Enabled Hardware Chipset

https://medium.com/weeves-world/ethereum-wallet-in-a-trusted-execution-environment-
secure-enclave-b200b4dfof5f
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SGX : Remote Attestation

Remote platform
Hash

1. Request I

Host platform

|
|

: 2. Calculate Target T
: MAC CNIAC nclave

|

|

|

|

/ﬁ 3. Send I\/IAc:

[
[

: I ®

ooy (. O
. nclave |= . Send signature
LII 4. Verify : g I

—— 5. Sign with group key [EPID]

—{ Challenger
)l Enclave

e Attest an application on remote platform

* Check the identity of enclave (hash of code/data

pages)
e Can establish a “secure channe

https://slideplayer.com/slide/8844767/
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: Key
| _ management
Enclave | Natively service
compiled
: stored proc
|

memory

. process
engine

Client
Untrusted DMBS Server l

Fig. I: Overview of EnclaveDB’s architecture. EnclaveDB
hosts sensitive data along with natively compiled queries and
a query engine in an enclave.

https://www.microsoft.com/en-us/research/uploads/prod/2018/02/enclavedb.pdf
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Cloud Provider Platform
Training Enclave | 1| Param
: _ Server
Service Provider Code Bl
Specify i Trai "
Admin : ) >
Code ‘ ML TDchhaln[ ML MDXEHJ R
T Code

Hardware (SGX)

Key: | Trusted || Untrusted
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 Pre-knowledge

o C/C++ programming language

o Basic knowledge of the operating system

oProgram analysis: static analysis and dynamic analysis
o Knowledge of compiler is better (LLVM/GCC)

e Sever access

oSsh
oUsername and passwd, | will send them by email
oWww.in.sec.in.tum.de
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e Content and Tasks

Attestation(local/remote)

Sealed Data storage/Secure_storage
Encryption/decryption

Random

SGX performance analysis tool
Enclave database

Enclave ssl

Enclave_ledger

Automatic program slicing
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« Grading

o Homework
o Attendance
o Discussion



