
Adversarial and Secure Machine Learning  

Preliminary meeting 

Ching-yu.kao@aisec.fraunhofer.de



Goal

• Combination of machine 
learning/deep learning and IT 
Security


• Read one paper carefully and 
implement it by yourself


• No written report is needed


• Max. 8 person, 2 person forms 
a team, each team pick one 
topic



Arrangement
• Preliminary meeting - one day in this semester 


• Kick-off Meeting - one day in October 2019


• Discussion Session - one topic per day, totally 3 days in November 2019


• Reporting - one topic per day, totally 3 days in January 2020
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End of  
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Result 
reporting



Grading

• Reimplementing the discussed paper -> score 2.0


• Each new idea -> -0.3 (small contributions, for example: use security 
datasets, time efficiency, improvements)



Possible topics

• Certification of deep learning 


• Explainable AI 


• GAN


• Domain learning 


• Anomaly detection


• Deep reinforcement learning 



Possible topics

Source:AI2: Safety and Robustness Certification of Neural Networks with Abstract 
Interpretation, IEEE S&P 2018

• Certification of deep learning 

https://files.sri.inf.ethz.ch/website/papers/sp2018.pdf
https://files.sri.inf.ethz.ch/website/papers/sp2018.pdf
https://www.ieee-security.org/TC/SP2018/
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• Explainable AI : Attention + Seq-to-Seq

Source: http://www.cs.utexas.edu/users/ml/papers/venugopalan.iccv15.pdf 
 https://arxiv.org/pdf/1810.02851.pdf

http://www.cs.utexas.edu/users/ml/papers/venugopalan.iccv15.pdf
https://arxiv.org/pdf/1810.02851.pdf
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Source: https://arxiv.org/pdf/1605.05396.pdf

https://arxiv.org/pdf/1605.05396.pdf
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Source:https://arxiv.org/pdf/1505.07818.pdf
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Questions?


