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Facts & figures
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Fraunhofer AISEC

Location
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https://www.openstreetmap.org/copyright

Fraunhofer AISEC

Areas of expertise
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Service and Application Security
Cloud and container infrastructures,
distributed applications

Secure Operating Systems
Security of hardware-facing
software and operating systems

Product Protection and

Industrial Security
Anti-counterfeiting, automotive security,
industrial security, loT, smart building

Hardware Security
Trustworthy electronics and
secure embedded systems

Cognitive Security Technologies
Security for, with and through Al

Secure Infrastructure
Application of cryptographic methods,
secure network protocols

Secure Systems Engineering
Secure and user-friendly
digital systems

Security from Hardware to the Cloud >
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Course Objectives

Assessing the state of the art regarding a specific topic in the context of security
« Write a paper about your findings
* Give feedback to (two of) your fellow students’ papers (peer review)

» Give a talk in order to discuss your topic with your fellow students at the end of the semester
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Orga

Communication
«  TUM Moodle
« Video Calls via MS Teams
« E-mail — always use "reply-all" when writing or answering to us!
« Language of instruction and deliverables will be English
Individual work (no groups)

Registration in matching system (http://docmatching.in.tum.de/)

Motivational e-mail to security-seminar@aisec.fraunhofer.de

About, e.g., your relation to (IT-)security, your bachelor thesis, completed ITsec courses, your preferred
topics from the seminar, which topic you like most, and why

—
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Process (1/4)

03.02.2026 (today)

¢ Organizational 26.02.2026
information e Automated assignment
¢ OQverview on topics of courses
Until 17.02.2026 Until 01.03.2026
e Registration via DocMatching: ® Please send us an
http://docmatching.in.tum.de/ ordered list of your 5
e Optional: motivational email to preferred topics via
security-seminar@aisec.fraunhofer.de email (if not already

done in your
motivational email)

—
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Process (2/4)

Until 03.03.2026

e Response from organizers with assigned
topic

e Possibility to withdraw without penalty -
non-attendance after this point is graded

with 5.0
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Until 31.03.2026

e Familiarize with literature

e Deep dive into your topic

* As soon as possible: Schedule a kickoff
meeting with your supervisor —
obligatory!

Public

Until 17.05.2026

e Preparation of the draft version of
the paper

e Submission of the draft is
obligatory!
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Process (3/4)

Until 19.05.2026

e Assignment of two of your Until 02.06.2026
fellow students’ paper for T
review ¢ Rebuttal period
Until 26.05.2026 Until 28.06.2026
e Preparation of written e Preparation of the final
review of these papers paper

e Revision based on
reviews/rebuttal

—
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Process (4/4)

Until 05.07.2026

. Prepa.ratllon .of shdes draft Until 14.07.2026
e Submission is optional
but recommended e Revision of slides

Until 10.07.2026

e Comments on the
slides from supervisors
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15.07.2026

e Final presentations + discussion (in-
person at Fraunhofer AISEC)

e Length of each presentation 25
minutes + 15 minutes of discussion

e Participation is obligatory
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Deadlines for Obligatory Deliverables

Schedule 1-to-1 Kick-Off Meeting with supervisors 31.03.2026 Obligatory
Submission of Draft Paper 17.05.2026 10%
Reviews 26.05.2026 5%
Rebuttal 02.06.2026 Obligatory
Submission of Final Paper 28.06.2026 50%
Presentation 15.07.2026 30%
Presentation Discussion 15.07.2026 5%

2100 %

-> Missing any deadline will have a major impact on your grade.

—
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Paper writing and presentation

« Systematization of Knowledge (SoK)

« ~10 pages excl. list of references and appendices

« |EEE conference proceedings template

« Utilization of LaTeX (highly recommended)

« Note the Scientific writing guide in the Moodle course
Presentation

« MS Powerpoint or similar

* 25 minutes presentation

* 15 minutes discussion - moderated by you
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Cyber Physical Systems Security
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Topic 1: Security Systematization of Non-Internet Time Sources
and Time Fusion

Possible questions to be answered: \What are possible time sources for mobile and cyber-physical systems? E.g., GNSS,
DCF77/MSF/TDF/AWWVB, SDARS, DVB2, DAB+, R mode (Baltic Sea), and other satellite or terrestrial systems? Evaluate their
authenticity and discuss attacker scenarios. Which algorithms could be used for error minimization and sensor/time fusion?
Which gradations for trustworthiness of (external sources of) time exist? According to which criteria/events should the trust level
be decreased?

Literature to start from:
* GNSS times and UTC - https://iopscience.iop.org/article/10.1088/0026-1394/48/4/S14
* NextGen Network Synchronization - https:/link.springer.com/book/10.1007/978-3-030-71179-5

* 5@G Time Synchronization: Performance Analysis and Enhancements for Multipath Scenarios - https://ieeexplore.ieee.org/document/9647837

« Best Practices for Improved Robustness of Time and Frequency Sources in Fixed Locations -
https://www.cisa.gov/sites/default/files/documents/Best% 20Practices % 20-
%20Time %20and%20Frequency%20Sources%20in%20Fixed%20Locations S508C.pdf [non-scientific, careful]

» eLORAN - Renaissance eines Ortungsverfahrens - https://hdl.handle.net/20.500.11970/107985 and
https://www.dhyg.de/images/hn_ausgaben/HNO98.pdf

« Terrestrial Time Signal Dissemination - https:/doi.org/10.1023/A:1007958031754 [quite old, careful]

—
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Topic 2: Remote Attestation for OT

Possible questions to be answered: \Which state-of-the-art algorithms and protocols for Remote Attestation
(RA) exist nowadays? What are unique constraints and requirements for applying RA in OT environments? How
compatible are existing algorithms with OT? Which algorithms fit best in OT? How much adoption is RA showing
in OT environments already?

Literature to start from:

« Device attestation: Past, present, and future - https:/doi.org/10.23919/DATE.2018.8342055

 Remote Attestation: A Literature Review - http:/arxiv.org/abs/2105.02466

* Introducing Remote Attestation and Hardware-based Cryptography to OPC UA - https:/doi.org/10.1109/ETFA.2017.824759]

» Remote attestation for low-end embedded devices: the prover's perspective - https:/doi.org/10.1145/2897937.2898083

» A Taxonomy and Review of Remote Attestation Schemes in Embedded Systems - https:/doi.org/10.1109/ACCESS.2021.3119220

»  Cybersecurity Challenges in Large Industrial 0T Systems - https://ieeexplore.ieee.org/document/8869162

* Secure Remote Attestation - https:/eprint.iacr.org/2018/031.pdf

*  Principles of remote attestation - https:/doi.org/10.1007/510207-011-0124-7

» A survey of remote attestation in Internet of Things: Attacks, countermeasures, and prospects -
https://www.sciencedirect.com/science/article/abs/pii/S0167404821003229
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Topic 3: Secure Device Bootstrapping in OPC UA r \’
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Possible questions to be answered: \What are the relevant requirements for device bootstrapping/onboarding/
enrollment in industrial applications? To what extent does OPC UA fulfill them? How secure and mature is the OPC
UA bootstrapping solution?

Literature to start from:

* Resting on Feet of Clay: Securely Bootstrapping OPC UA Deployments - https://i.blackhat.com/EU-21/\Wednesday/EU-21-Erba-Resting-On-Feet-
Of-Clay-Securely-Bootstrapping-OPC-UA-Deployments.pdf

« Security Analysis of Vendor Implementations of the OPC UA Protocol for Industrial Control Systems -
https://publications.cispa.saarland/3789/1/OPC_UA.pdf

» Secure bootstrapping for next-gen industrial automation systems - https:/www.degruyterbrill.com/document/doi/10.1515/auto-2023-0074

» Secure Onboarding of lloT Devices using OPC UA - https://ieeexplore.ieee.org/abstract/document/992 1547 [short paper]

» Security Analysis of Vendor Implementations of the OPC UA Protocol for Industrial Control Systems -
https://dl.acm.org/doi/pdf/10.1145/3560826.3563380 [interesting aspect: GDS]

» Leveraging BRSKI to Protect the Hardware Supply Chain of Operational Technology: Opportunities and Challenges -
https://dl.acm.org/doi/10.1145/3672608.3707707 [only relevant for industrial bootstrapping context]

—
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Topic 4: Progressive Authentication for Industrial Protocols

Possible questions to be answered: \What is progressive authentication? Is it already being used in real-world
applications? Could it be used to improve security in industrial and lloT protocols? Which protocols would be
suitable?

Literature to start from:

* ProMACs: Progressive and Resynchronizing MACs for Continuous Efficient Authentication of Message Streams -
https://dl.acm.org/doi/abs/10.1145/3372297.3423349

» Retrofitting Integrity Protection into Unused Header Fields of Legacy Industrial Protocols -
https://ieeexplore.ieee.org/abstract/document/10223384

» Take a Bite of the Reality Sandwich: Revisiting the Security of Progressive Message Authentication Codes -
https://dl.acm.org/doi/abs/10.1145/3507657.3528539

» LiBrA-CAN: A Lightweight Broadcast Authentication Protocol for Controller Area Networks -
https://dl.acm.org/doi/pdf/10.1145/3056506
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Topic 5: The Privacy Blueprint for Smart Buildings:
What Data Lives Where and How to Protect It

Possible questions to be answered: \What are edge nodes/fog nodes/ servers and which of them store confidential data?
What classifies data "confidential” inside of smart buildings? How could attackers locate confidential data in smart buildings?
How can confidential data in smart buildings be stored/processed/transmitted while preserving their privacy? What are current
research trends?

Create a framework to classify privacy/confidentiality critical data inside of smart buildings.

Literature to start from:

*  PRASH: A framework for privacy risk analysis of smart homes - https://doi.org/10.3390/s21196399

»  Framework to analyze and exploit the smart home loT firmware - https://doi.org/10.1016/].measen.2024.101406

* A Smart Home DataBank: A Privacy-Preserving Solution for Smart Homes - https://link-springer-com.tum-eaccess.de/chapter/10.1007/978-3-031-92625-9 14

*  Acritical literature review of security and privacy in smart home healthcare schemes adopting loT & blockchain: Problems, challenges and solutions -
https://www.sciencedirect.com/science/article/pii/S2096720923000532

*  End user security and privacy concerns with smart homes - https://www.usenix.org/system/files/conference/soups2017/soups2017-zeng.pdf

*  ChatAnalysis revisited: can ChatGPT undermine privacy in smart homes with data analysis? - https:/doi.org/10.1515/icom-2024-0072
* Al Ethics in Smart Homes: Progress, User Requirements and Challenges - https:/arxiv.org/html/2412.09813v1
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Topic 6: SBOMs at Light Speed: Can LLMs Actually Trace
Software Ingredients?

Possible questions to be answered: \What is an SBOM and why do we need it? What is the state-of-the-art to
create SBOMs? How far is research on creating SBOMs with LLMs instead? Is it effective and does it fulfill the CRA
(Cyber Resiliance Act) requirements?

Literature to start from:

« VEXine: Automating SBOM and VEX Generation Using Transformer LLM Models with LangGraph - https:/link-springer-com.tum-
eaccess.de/chapter/10.1007/978-3-032-05994-9 15

« LLM agents for vulnerability identification and verification of CVEs - https://www-scopus-com.tum-
eaccess.de/pages/publications/852184073157origin=resultslist

» Using LLMs to Improve the Accuracy of SBOM-Based Vulnerability Assessment (Masters' thesis) -
https:.//www.theseus.fi/bitstream/handle/10024/908370/Nguyen Huy.pdf;jsessionid=F4E0523C47D3503B0794EDAE3C28DBD4?sequence=2

« Multi-Agent Artificial Intelligence (Al) Generation of Software Bill of Materials (SBOM) -
https://www.proguest.com/docview/3276783020/fulltextPDF/667C010703884575PQ/1?accountid=15940&sourcetype=Dissertations%20& %20
Theses
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Topic 7: Plug, Pray, and Probe - Systematizing USB Weaknesses,
Defenses, and Security Testing Approaches

Possible questions to be answered: \Which weaknesses of USB are documented across all versions of the standard and how
could they be categorized? What is the current state of defenses? Have published weaknesses influenced future iterations of the
protocol and contributed to its security? Why (not)? Which approaches exist to assess the security of a USB host/device, with a
special focus on - but not limited to - black-box testing scenarios, and how do they compare?

Literature to start from:

e SoK: "Plug & Pray" Today - Understanding USB Insecurity in Versions 1 Through C, https:/doi.org/10.1109/SP.2018.00037
»  Novel USB-Based File Access Attacks Against Mobile Devices, https:/i.blackhat.com/Asia-25/Asia-25-Draschbacher-Watch-Your-Phone.pdf
« Defending Against Malicious USB Firmware with GoodUSB, https:/doi.org/10.1145/2818000.2818040

*  Making USB Great Again with USBFILTER, https://www.usenix.org/conference/usenixsecurity16/technical-sessions/presentation/tian

«  TMSUI: A Trust Management Scheme of USB Storage Devices for Industrial Control Systems, https:/doi.org/10.1007/978-3-319-29814-6 13
*  USB Rubber Ducky Hunter: A Proactive Defense Against Malicious USB Attacks, https:/doi.org/10.1109/ISCS61804.2024.10581045

*  USBIPS Framework: Protecting Hosts from Malicious USB Peripherals, https:/doi.org/10.1016/].¢si.2025.104040

»  USBFuzz: A Framework for Fuzzing USB Drivers by Device Emulation, https://Awww.usenix.org/conference/usenixsecurity20/presentation/peng
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il
Topic 8: C You Later, Security - The Evolving USB-C Ig [?

Attack Surface, Power Delivery, and Alternate Modes
- o T

Possible questions to be answered: How does USB-C change the attack surface compared to other versions of
USB and which new features play a role in that? How can the additional attack surface (for example supported
USB-PD commands and alternate modes) be detected/enumerated? What examples of vendor-defined USB-PD
messages and associated functionality are documented?

Literature to start from:

« BadUSB-C: Revisiting BadUSB with Type-C, https://doi.org/10.1145/3457340.3458299

* SoK: "Plug & Pray" Today - Understanding USB Insecurity in Versions 1 Through C, https://doi.org/10.1109/5P.2018.00037

* Novel USB-Based File Access Attacks Against Mobile Devices, https:/i.blackhat.com/Asia-25/Asia-25-Draschbacher-Watch-Your-Phone.pdf
» Exploiting Vendor-Defined Messages in the USB Power Delivery Protocol, https://doi.org/10.1007/978-3-030-28752-8 6

» Leveraging USB Power Delivery Implementations for Digital Forensic Acquisition, https://doi.org/10.1007/978-3-030-88381-2 6
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Topic 9: Al Agent Authenticity

Possible questions to be answered: \What are (personal) Al agents expected to look like? How would they
communicate? How could the authenticity of that communication be ensured?

Inspiration: https://www.youtube.com/watch?v=EtNagNezo8w

Literature to start from:

* A Novel Zero-Trust Identity Framework for Agentic Al: Decentralized Authentication and Fine-Grained Access Control -
https://arxiv.org/pdf/2505.19301

* Holistic Authentication Framework for Virtual Agents; UK Banking Industry - https:/link.springer.com/chapter/10.1007/978-3-030-87166-6 10

« Privacy for agentic Al - https://www.schneier.com/blog/archives/2025/05/privacy-for-agentic-ai.html [informative, non-scientific]
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FAQ

Do | need to answer all the ,,possible questions"?
No. They are just an orientational starting point.
Do | need to include all the listed publications in my SoK paper?
No. Not even a single one, if you find better/more interesting/more fitting ones on your topic.
Many listed publications = lots of work?
No. Just lots of hints ,-)
Are the listed publications to be considered conclusively?
No. You are expected to find and read a lot more!
Do | need to read each publication completely?
No. Learn quick-reading to quickly sort out less interesting publications.
How can | access publication xyz or specification abc?
Check the TUM library tools. Use the TUM VPN. Check the main- and co-authors webpages. Sometimes, preprints were published on arXiv.
How to find scientific literature?

Attend a course on scientific writing! References of the listed papers. Google Scholar, ResearchRabbit, ConnectedPapers, IEEExplore, Semantic
Scholar, Scopus, Web of Science, etc.
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FAQ cont.

Does the 1-to-1 kickoff meeting have to take place until 31.03.2026?

No. The meeting only has to be organized within this period but can take place after the 31.03.2026
Do | have to participate in all presentations?

Yes. To facilitate the discussion, participation is mandatory, and your discussion will be graded.
When should | start working on the seminar?

Right after your topic is assigned to you!
How close to the final paper should my draft paper be?

Content-wise we expect about 2/3 of your final paper. In general, it should be as close as possible — that way you can make the most from the
reviewer's feedback and are more relaxed towards the end of the semester.

Will the slides be available after the meeting?

Yes! We will upload them to the chair's website
Is this seminar lots of work?

It depends! For example, on how well you can structure and write. We set high expectations, as all topics come from our own research areas.
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Contact

Sebastian N. Peters
Veronique Momeu
Adrian Reuter
David Emeis

security-seminar@aisec.fraunhofer.de
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