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Fraunhofer AISEC
Facts & figures 
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Last updated: October 2024

§ Founded: 2009
§ Employees: approx. 250

§ Locations: Garching near Munich (main location), 
Berlin, Weiden i.d. Oberpfalz

§ International: Partner institute of Fraunhofer Singapore
§ University connections:

© Hans Georg  Esch

Prof. Dr. Eckert und 
Prof. Dr. Sigl 

Prof. Dr. Margraf

Prof. Dr. Loebenberger
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Fraunhofer AISEC
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Areas of expertise

Secure Operating Systems
Security of hardware-facing 

software and operating systems

Secure Infrastructure
Application of cryptographic methods, 

secure network protocols

Cognitive Security Technologies
Security for, with and through AI 

Hardware Security
Trustworthy electronics and 
secure embedded systems

Product Protection and 
Industrial Security

Anti-counterfeiting, automotive security, 
industrial security, IoT, smart building

Service and Application Security
Cloud and container infrastructures, 

distributed applications 

Secure Systems Engineering
Secure and user-friendly 

digital systems

Security from Hardware to the Cloud
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Course Objectives

Assessing the state of the art regarding a specific topic in the context of security

• Write a paper about your findings

• Give feedback to (two of) your fellow students‘ papers (peer review)

• Give a talk in order to discuss your topic with your fellow students at the end of the semester
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Previous Knowledge?

§ no formal requirements

§ ITsec / Privacy knowledge necessary!
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Orga

Communication

• TUM Moodle

• Video Calls via MS Teams

• E-mail

• Language of instruction and deliverables will be English

Individual work (no groups)

Registration in matching system (http://docmatching.in.tum.de/)

Motivational e-mail to dpt-seminar@aisec.fraunhofer.de
About, e.g., your relation to privacy and security, your preferred topics and why
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04.02.2026 (today)
• Organizational 

information
• Overview on topics

Until 17.02.2026
• Registration via DocMatching: 

http://docmatching.in.tum.de/
• (optional) Motivational email

26.02.2026
• Automated assignment 

of courses

Until 06.03.2026
• Please send us an 

ordered list of your 3 
preferred topics via 
email

Process (1/4)

24.02.26 © Fraunhofer AISEC8
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Until 11.03.2026
• Response from organizers with assigned 

topic
• Possibility to withdraw without penalty -

non-attendance after this point is graded 
with 5.0

Until 31.03.2026
• Familiarize with literature
• Deep dive into your topic
• As soon as possible: Schedule a kickoff 

meeting with your supervisors –
obligatory!

Until 19.05.2026
• Preparation of the draft version of 

the paper
• Submission of the draft is 

obligatory!

Process (2/4)
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Until 20.05.2026
• Assignment of two of your

fellow students‘ paper for
review

Until 27.05.2026
• Preparation of written

review of these papers

Until 03.06.2026
• Rebuttal period

Until 23.06.2026
• Preparation of the final 

paper
• Revision based on 

reviews/rebuttal

Process (3/4)
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Until 03.07.2026
• Slide preparation

Until 10.07.2026
• Comments on the

slides from supervisor

Until 14.07.2026
• Revision of slides

15./16.07.2026
• Final presentations + discussion (in-

person at Fraunhofer AISEC)
• Length of each presentation 25 

minutes + 15 minutes of discussion
• Participation in your seminar is 

obligatory

Process (4/4)
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Deadlines for Obligatory Deliverables

24.02.26 © Fraunhofer AISEC12

Due to Grading

Schedule 1-to-1 Kick-Off Meeting with supervisors 31.03.2026 Obligatory

Submission of Draft Paper 19.05.2026 10%

Reviews 27.05.2026 5%

Rebuttal 03.06.2026 Obligatory

Submission of Final Paper 23.06.2026 50%

Presentation 15./16.07.2026 30%

Presentation Discussion 15./16.07.2026 5%

Σ 100 %

-> Missing any deadline will have a major impact on your grade. 
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Paper writing and presentation

Paper

• Systematization of Knowledge (SoK)

• 10 pages excl. list of references and appendices

• IEEE conference proceedings template

• Utilization of LaTeX

• Note the Scientific writing guide in the Moodle course

Presentation

• LaTeX, Powerpoint, Keynote, or similar

• 25 minutes presentation

• 15 minutes discussion - moderated by you

24.02.26 © Fraunhofer AISEC13
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Data Privacy Technologies
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Topic 1: AI-Powered Privacy Compliance
Advisor: Immanuel Kunz

Topic

• How can AI technologies support automation in privacy compliance processes?
• What is privacy compliance and why is automation needed?
• Which AI technologies can meaningfully be applied to privacy compliance tasks?
• What are the benefits and limitations of AI-powered approaches?
• What open challenges and ethical considerations exist?

• Knowledge Goals:
• Define key concepts (privacy compliance, GDPR/relevant regulations, AI/LLM basics)
• Identify main application areas (e.g., data mapping, consent management, policy analysis)
• Summarize current approaches from academic and industry sources
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Topic 2: Risk Analysis for Data Privacy Compliance
Advisor: Immanuel Kunz

Topic

• What approaches exist for conducting privacy risk analysis in the context of GDPR compliance? 
• What is privacy risk in the GDPR context?
• What methodologies exist for privacy risk analysis?
• How are these methodologies applied in practice?
• What are the challenges and limitations?

• Knowledge Goals:
• Define key concepts (risk analysis, privacy compliance, GDPR/relevant regulations)
• Identify main approaches and application areas
• Summarize current approaches from academic and industry sources and describe a new perspective on privacy risk in the 

context of privacy regulation

24.02.26 © Fraunhofer AISEC16
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Topic 3: Privacy by Design
Advisor: Andreas Binder

Topic

• What approaches exist for „Privacy by Design“ – developing a software privacy-friendly? 
• Define the concept „Privacy by Design“ and compare it to „Security by Design“
• What methodologies exist for Privacy by Design?
• How are these methodologies applied in practice?
• How do different methodologies build up on each other?
• What are the challenges and limitations?

• Knowledge Goals:
• Define key concepts (Privacy by Design)
• Identify main approaches
• Summarize current approaches from academic and industry sources
• Outlook: Compare Privacy by Design and Secure by Design and identify potential gaps
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Topic 4: Privacy and Large Language Models
Advisor: Andreas Binder

Topic

• How can privacy be attacked with Large Language Models (LLMs)
• Find and classifiy potential Vulnerabilities, Attacks, Defenses and Countermeasures
• Which privacy properties are potentially damaged?
• What are the challenges and limitations when using LLMs?

• Knowledge Goals:
• Define key concepts (Privacy properties)
• Current state of scientific literature
• Build up a classfication of attacks to privacy done with or against LLMs
• Highlight challenges and limitations when using LLMs in software development regarding privacy

24.02.26 © Fraunhofer AISEC18
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Topic 5: Privacy in the Software Development Lifecycle
Advisor: Andreas Binder

Topic

• Analyze how privacy engineering practices are integrated into Secure Development Lifecycles
• Find and summarize privacy engineering practices
• Analyze current Secure Development Lifecycles (e.g. MS-SDL)
• Which engineering tasks are currently reflected in Secure Development Lifecycles?
• Compare privacy-focused development approaches

• Knowledge Goals:
• Build a set of privacy engineering practices and 

map them to the different phases of software development
• Analyze current Secure Development Lifecycles regarding their privacy-focus
• Outlook: Compare privacy-focused development approaches and highlight potential gaps

24.02.26 © Fraunhofer AISEC19



PublicPage

Topic 6: Privacy Threat Modeling and Privacy Risk Assessment
Advisor: Andreas Binder

Topic

• What Privacy Threat Modeling (PTM) and Privacy Risk Assessment (PRA) methodologies do exist?
• Find and summarize PTM and PRA approaches
• What does these framworks have in common and what are the differences?
• Which methodical steps are taken?
• Use case-based comparison possible

• Knowledge Goals:
• Define key concepts (PTM, PRA)
• Summarize the current state according to academic literature 

and industry standards
• Differences of the approaches and their interplay

24.02.26 © Fraunhofer AISEC20
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Topic 7: Applications for Fully Homomorphic Encryption
Advisor: Markus Bever

(Fully) Homomorphic Encryption describes the computation on encrypted data

Classical use cases are Privacy Preserving Machine Learning (PPML), or processing sensitive data (medical data, 
financial data) in a cloud environment

Goal of this work:
- Search and describe two (or three) use-cases for FHE in detail
- Evaluate this use-case (Performance? Accuracy?, etc...)
- Compare FHE with alternative privacy enhancing technologies
- Focus one the following FHE schemes: CKKS/HEAAN or BFV/BGV

Starting Point:
- Survey on Fully Homomorphic Encryption, Theory, and Applications
- Homomorphic Encryption for Machine Learning in Medicine and Bioinformatics

24.02.26 © Fraunhofer AISEC21
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Topic 8:  Fully Homomorphic Encryption and Neural Networks
Advisor: Markus Bever

Neural Networks can be trained on encrypted data to preserve the privacy of the user

Goal of this work:
- Describe state of the art of training neural networks with the CKKS scheme
- Focus on training, not on inference!
- What algorithms are used? How do these algorithms perform? Which datasets have been trained?

Starting Point:
- Privacy-preserving neural networks with Homomorphic encryption: Challenges and opportunities
- Privacy-Preserving Machine Learning With Fully Homomorphic Encryption for Deep Neural Network
- CryptoNets: Applying Neural Networks to Encrypted Data with High Throughput and Accuracy

24.02.26 © Fraunhofer AISEC22

https://link.springer.com/content/pdf/10.1007/s12083-021-01076-8.pdf
https://link.springer.com/content/pdf/10.1007/s12083-021-01076-8.pdf
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https://ieeexplore.ieee.org/stamp/stamp.jsp?arnumber=9734024
https://proceedings.mlr.press/v48/gilad-bachrach16.pdf
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Topic 9: Federated Learning vs Fully Homomorphic Encryption
Advisor: Markus Bever

Federated Learning (FL) is another PPML technique. 
In FL the training happens at the client side and only the gradients are propagated to the server.

Goal of this work:
- Compare FL and FHE based training regarding setup, performance, security, advantages/disadvantages

Starting point:
- SoK: Secure Aggregation Based on Cryptographic Schemes for Federated Learning
- Survey on Fully Homomorphic Encryption, Theory, and Applications
- Privacy-preserving neural networks with Homomorphic encryption: Challenges and opportunities
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https://petsymposium.org/popets/2023/popets-2023-0009.pdf
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Topic 10: Fully Homomorphic Encryption and Feature Preprocessing
Advisor: Markus Bever

To train ML Models, the features of the training data have to be preprocessed

Goal of this work:
- Describe the state of the Art, how feature preprocessing can be performed on encrypted data
- Describe Scenarios how this can be combined with Learning on this encrypted features

Starting Point:
- Secure Two-Party Feature Selection
- Privacy-Preserving Feature Selection with Fully Homomorphic Encryption
- Outsorced Privacy-Preserving Feature Selection Based On Fully Homomorphic Encryption
- Privacy-Preserving Feature Extraction for Medical Images Based on Fully Homomorphic Encryption
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https://arxiv.org/pdf/1901.00832
https://arxiv.org/pdf/1901.00832
https://arxiv.org/pdf/1901.00832
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https://scipublication.com/index.php/JACS/article/view/141
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FAQ
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FAQ
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Do I need to answer all the „possible questions“?

No. They are just an orientational starting point.

Do I need to include all the listed publications in my SoK paper?

No. Not even a single one, if you find better/more interesting/more fitting ones on your topic.

Many listed publications = lots of work?

No. Just lots of hints ;-)

Are the listed publications to be considered conclusively?

No. You are expected to find and read a lot more! 

Do I need to read each publication completely?

No. Learn quick-reading to quickly sort out less interesting publications.

How can I access publication xyz or specification abc?

Check the university library tools. University VPN. Main authors webpage.

How to find scientific literature? 

Attend a course on scientific writing! References of the listed papers. Google Scholar, ResearchRabbit, and ConnectedPapers
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FAQ cont.
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Does the 1-to-1 kickoff meeting have to take place until 31.03.2026?

No. The meeting only has to be organized within this period but can take place after the 31.03.2026

Do I have to participate in all presentations?

Yes. To facilitate the discussion, participation is mandatory, and your discussion will be graded. In seminars with many participants, we usually 
make only one day obligatory.

When should I start working on the seminar?

Right after your topic is assigned to you!

How close to the final paper should my draft paper be?

Content-wise we expect about 2/3 of your final paper

In general, it should be as close as possible – that way you can make the most from the reviewer's feedback and are more relaxed in June/July.

Will the slides be available after the meeting?

Yes! We will upload them to the chair's website and/or in the TUMonline course description

Is this seminar lots of work?

It depends! For example, on how well you can structure and write. We set high expectations, as all topics come from our own research areas.

https://www.sec.in.tum.de/i20/teaching
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