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Software Development—Best Practices!? TUTI

What's the largest code snippet you've ever added to a project without reading it all the
way through?
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Software Development—Best Practices!? TUTI

What's the largest code snippet you've ever added to a project without reading it all the
way through?

- Trust & Provenance (often just “it worked” as justification. . .)

Who here feels confident they could explain everything their last app does in production?

= Visibility & Transitive-Risk (dependency hell...)

If a library you use every day suddenly became malicious, how long would it take you to
notice?

= Monitoring & Detection
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The Software Supply Chain (SSC) TUTI

Writing modern software is more like running a restaurant than cooking everything
yourself. You rely on suppliers instead of growing your own tomatoes. But if a supplier
makes a mistake, your customers still hold you responsible.?

ddon’t take this too seriously, it's a bad analogy with a small kernel of truth. . .

Software is not only the code you write, but also the code you include. This transitive
inclusion of Code is what constitutes the Software Supply Chain.
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The Software Supply Chain (SSC)

Different perspectives:
Developer

“Wow, | just solved problem X for millions of
developers”
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The Software Supply Chain (SSC) TUTI

Different perspectives:

Developer Attackers
“Wow, | just solved problem X for millions of “Wow, breaking X once makes millions of
developers” projects vulnerable”
“It's open source, anyone can audit it” “Perfect, so no one actually does”
“My project only has five dependencies” “And each of those has five more”
“It's stable, it hasn’t changed in years” “Abandoned, unmonitored and omnipresent”
“We automatically update to get the latest “So my payload is installed faster than your
security fixes” own code”
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Software Supply Chain Security
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Software Supply Chain Security Tm

B Have you heard of the xz-utils incident?

Figure 1 Logo for xz utils created by the malware
author with username Jia Tan
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B Have you heard of the xz-utils incident?

B This attack was conducted over years,
including significant technical as well as
operational and even social
sophistication

B If not detected rapidly, millions of Linux
devices worldwide would have allowed
unauthorized remote access as root

/A S\

B How many other attacks like this are

there and are yet unknown? Figure 1 Logo for xz utils created by the malware

author with username Jia Tan
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Software Supply Chain Security

B The Cyber Resilience Act was ratified by
the EU in 2024
O Its has to be implemented by vendors
within 3 years
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TUTI

- Official Journal EN
of the European Union L series
20.11.2024

2024/2847
REGULATION (EU) 2024/2847 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL
of 23 October 2024

on horizontal cybersecurity requirements for products with digital elements and amending
Regulations (EU) No 168/2013 and (EU) No 2019/1020 and Directive (EU) 2020/1828 (Cyber
Resilience Act)

(Text with EEA relevance)
‘THE EUROPEAN PARLIAMENT AND THE COUNCIL OF THE EUROPEAN UNION,
Having regard to the Treaty on the Functioning of the European Union, and in particular Article 114 thereof,
Having regard to the proposal from the European Commission,

After transmission of the draft legislative act to the national parliaments,

Figure 2 Excerpt from the Cyber Resilience Act



Software Supply Chain Security

B The Cyber Resilience Act was ratified by
the EU in 2024
O Its has to be implemented by vendors
within 3 years
B All products with digital elements have
to include software bills of materials
"SBOMs"
[J The goal is that once a vulnerability is
detected, every affected software
artifact can be identified quickly
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Software Supply Chain Security Tm
Software Bills of Material (SBOM)—Our Research Focal Point

B Machine readable listing of software components (SPDX, CycloneDX)
B Help identify vulnerabilities (CVEs) by mapping SBOMs against vulnerability databases
B Different SBOM types serving different purposes
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Software Supply Chain Security Tm
Software Bills of Material (SBOM)—Our Research Focal Point

B Machine readable listing of software components (SPDX, CycloneDX)
B Help identify vulnerabilities (CVEs) by mapping SBOMs against vulnerability databases
H Different SBOM types serving different purposes

Common Problems:
B Accuracy of automatically generated SBOMs

B Lack of procedures for consuming and effectively utilizing SBOMs
m ..
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Our Research T|.|T|

B Procedures and Frameworks integrating SBOMs into development processes
B Specialized tooling for tracking and maintaining SBOMs across the software lifecycle
B Large-scale SBOM analysis:
[J Accuracy and standard conformity
O Investigation of SBOM generators for different ecosystems
m ..

Tit you are interested, just ask us for details
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Our Research T|.|T|

B Procedures and Frameworks integrating SBOMs into development processes
B Specialized tooling for tracking and maintaining SBOMs across the software lifecycle
B Large-scale SBOM analysis:

[J Accuracy and standard conformity
[0 Investigation of SBOM generators for different ecosystems

Research is mostly conducted by:
B Bachelor/Master Thesis

B This seminar
B Monthly focus group meetings’

Tit you are interested, just ask us for details
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Seminar overview
What you can expect

B The seminar is for you to learn and practice academic working (hard skills)

[J Therefore, you will be provided with an introduction to literature search, writing and
presenting
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Seminar overview 'I'I.I'I'I
What you can expect

B The seminar is for you to learn and practice academic working (hard skills)

[J Therefore, you will be provided with an introduction to literature search, writing and
presenting

B The topic is secure software supply chains

[ This is a relatively broad topic and leaves you room to pick your individual topic depending
on your skills, interests and prior knowledge

B The topic is closely related to my research
[ So | can supervise you on the topic and give you background knowledge
[0 And | am interested in your results
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Seminar Topics
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Inner Workings of SBOMs Tm

B Research Questions:

[J What is the most important/relevant information an SBOM can capture about a project?

[0 Do SBOMs contain all the necessary information for easy vulnerability detection? What
mechanisms are most important (e.g. purl, ...)?

[0 How does the mapping from SBOM to vulnerability work?

B Minimal Contribution:
Structural analysis of typical SBOM formats (e.g. SPDX, CycloneDX, ...). What
information do they capture well, what information gets lost. Also consider adhearence
to different standards and guidelines (e.g. NTIA—SBOM Minimum Elements).
B Resources:
0 NTIA—SBOM Minimum Elements, CISA—SBOM Minimum Elements
0 CISA—Types of SBOM
[0 VEX, CVE, NVD, OSV, GHSA, ...
L] guac

[J also take a look at traditional SCA tooling. ..
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https://cyclonedx.org/
https://www.ntia.gov/report/2021/minimum-elements-software-bill-materials-sbom
https://www.ntia.doc.gov/files/ntia/publications/sbom_minimum_elements_report.pdf
https://www.cisa.gov/resources-tools/resources/2025-minimum-elements-software-bill-materials-sbom
https://www.cisa.gov/resources-tools/resources/types-software-bill-materials-sbom
https://cyclonedx.org/capabilities/vex/
https://www.cve.org/
https://nvd.nist.gov/
https://osv.dev/
https://github.com/advisories
https://guac.sh/

C++ SBOMs TUm

B Research Questions:
[J What is the current state of SBOM generation for C++ Projects?
[l What are the typical problems of detecting dependencies in C++ Projects?
B Stretch Goals:
[0 What is the current state of SBOM generation for C Projects?
B Expected Contribution:
Performance analysis of different relevant SBOM generators for the C++ ecosystem.
B Resources:
(0 FOSDEM '26—Build-time SBOMs C/C++
[0 C/C++ SBOM Generation
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https://fosdem.org/2026/schedule/event/ELPHEA-pkgconf-sbom/
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SBOM Quality TUTI

B Research Questions:
[l What is the current state of SBOM quality assessment tooling?
1 How can the quality of an SBOM be asserted easily? Or even verified?
[l Can enrichment of SBOMs improve quality?
B Expected Contribution:
Determine potential indicators of quality in SBOMs. How are SBOMs assessed by SOTA
tooling (what are they looking for in SBOMs)? What fields should be included in an
SBOM of good quality? What are open challenges of assessing SBOM quality?
B Resources:
0 NTIA—SBOM Minimum Elements, CISA—SBOM Minimum Elements
[0 sbomgs
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https://www.ntia.doc.gov/files/ntia/publications/sbom_minimum_elements_report.pdf
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https://github.com/interlynk-io/sbomqs

The History of SBOMs Tm

B Research Questions:
[J What developments lead to the creation of SBOMs and why?
[J What similar concepts exist and/or have been there before?
B Expected Contribution:

1 Background on what SBOMs are and what their goal is (also a comparison with typical
“Hardware” BOMs: which concepts translated well to SBOMs, which got lost?)

[J A historical overview, ideally with a timeline of important events for SBOMs, including attacks
that might have lead to SBOMs. Connections between events.

[0 Comparative analysis with other related or preceeding concepts

-> Be aware that this topic is literature heavy!
B Resources:

[J The State of Software Bill of Materials (SBOM) and Cybersecurity Readiness (2022)
O Software Bills of Materials Are Required. Are We There Yet? (2023)
[J ... also look for resources from much earlier

Lukas Gehrke, Adrian Stein | Seminar Software Supply Chain Security | 05/02/2026 13


https://www.linuxfoundation.org/research/the-state-of-software-bill-of-materials-sbom-and-cybersecurity-readiness
https://par.nsf.gov/servlets/purl/10517392

Case Study: Supply Chain Attacks TUTI

B Research Questions:
[l Analysis of the inner workings of selected (infamous) supply chain attacks (how, who, why)
[0 How could these attacks have been detected/prevented/circumvented;. .. ?
[0 Did SBOMs exist and helped during recovery? If they didn’t exist, would they have helped?
B Stretch Goals:
1 Beyond SBOMs, are there any concepts or applicable frameworks that would have prevented
(or lessened the impact) of the attack?
B Expected Contribution:
Case study of selected supply chain attacks. Description of the targeted system,
analysis of the attack (include relevant technical information) and a description of how
the attack was detected and recovered from. Lastly, determine what security
mechanisms played key roles (e.g. strict enforcement of best-practices, SBOMs, .. .)
B Resources:
[] Start with a supply chain attack that fascinates you (e.g. SolarWinds, Log4Shell, XZ, ...).

Lukas Gehrke, Adrian Stein | Seminar Software Supply Chain Security | 05/02/2026 14



Supply Chain Security in Critical Infrastructure TUTI

B Research Questions:
[J How do software supply chain risks differ in (safety) critical systems vs. day-to-day services?
[J How do certification, regulation, and long system life-cycles interfere with best practices?
[J Who enforces/regulates these sectors and incentivizes the adoption of specific security
practices (e.g. Insurers, Lawyers, FDA, FAA, KRITIS, ...)
[ Analyze a specific sector in depth (e.g. medical sector, aviation, power grids, ...)

B Expected Contribution:
Description of a clear threat model for critical infrastructure. Deep dives into relevant

examples (hospitals, power plants, etc.). Identification of the most dangerous supply
chain failure modes. Assessment of practical defenses. Investigation of the driving
factors behind security decisions (e.g. someone pushing for the adoption of SBOMs).
B Resources:
[0 Software Supply Chain Security Guidance
[0 CISA ICS Advisories

Lukas Gehrke, Adrian Stein | Seminar Software Supply Chain Security | 05/02/2026 15


https://www.fda.gov/
https://www.faa.gov/
https://www.bsi.bund.de/DE/Themen/Regulierte-Wirtschaft/Kritische-Infrastrukturen/kritis_node.html
https://www.nist.gov/itl/executive-order-improving-nations-cybersecurity/software-supply-chain-security-guidance-1
https://www.cisa.gov/news-events/ics-advisories

Bridging the Gap between Hardware and Software Tm

B Research Questions:

[J Is something like the microcode running on your CPU or (potentially locked) device firmware
of IOT devices a “software dependency”?
— Further: how exploitable are these “dependencies” and to what attacks?

[0 In which scenarios should SBOMs also capture hardware information (HBOMs)?
[0 Which SBOM type is most relevant for unification with hardware information?
B Expected Contribution:
Investigate the potential advantages of including Hardware Information in SBOMs. For
this to be meaningful, you will need to determine the scenarios when additional
Hardware Information is actually beneficial and not unnecessary bloat.
B Resources:
1 CycloneDX, SPDX
[0 SBOM Types

Lukas Gehrke, Adrian Stein | Seminar Software Supply Chain Security | 05/02/2026 16
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Trustworthy SBOMs TUTI

B Research Questions:
[l How can frustbe established in SBOMs? Who do we trust (the software, the developer, ...)?
[0 What are the consequences if we blindly trust potentially malicious SBOMs?
[J Should there be an SBOM *“authority” (think of an SSO-like provider but for SBOMs)? What
would that look like?
[0 Think of the entire lifecycle, e.g. from Cl Pipeline to Consumer.

B Expected Contribution:
Identification of processes/frameworks that introduce a secure SBOM “life-cycle” (i.e.
from creation to end user). You can initially focus on just one type of SBOM. Think of
how common methods/infrastructure can be used to secure SBOMs (e.g. PKI, purl, ...).
But be detailed and precise! If you suggest e.g. the use of PKI, make clear what the
purpose of each “link in the chain” is w.r.t. the goal of securing supply chains.

B Resources:

[0 Google’s Approach to SBOM,; in-toto attestation; SLSA; FOSDEM '26: Sign Your Artefacts

Lukas Gehrke, Adrian Stein | Seminar Software Supply Chain Security | 05/02/2026 17


https://github.com/package-url/purl-spec
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SBOM Journal T|.|T|

B Research Questions:
[J A running system constantly pulls in or drops dependencies dynamically and thus changes
its “dependency footprint”. How can these changes be journaled for post incident analysis?
[J Who should be responsible for the SBOM journal (maybe the OS Kernel)? Also consider
different contexts, Virtual Machines, Containers, Plain Software running on bare metal, . ..
B Stretch Goals:
O] If we had a perfect journal, what automation in terms of security could be worthwhile?

B Expected Contribution:
Model of modern computer systems that journal SBOMs for each running process. Go
into the details of where the dependency data comes from (is it created, or is an SBOM
for each installed component required, etc.) and how it is “morphed” during runtime.

B Resources:
[l Enforcing SBOMs through the Linux Kernel; Bomfather; Runtime Monitoring of Containers
[0 CISA—Types of SBOM

Lukas Gehrke, Adrian Stein | Seminar Software Supply Chain Security | 05/02/2026 18


https://dl.acm.org/doi/abs/10.1145/3605770.3625206
https://doi.org/10.48550/arXiv.2503.02097
https://doi.org/10.1109/CCNC51664.2024.10454654
https://www.cisa.gov/resources-tools/resources/types-software-bill-materials-sbom

Your Topic Tum
Send us your ideas for topics (simply attach it to your motivational letter), if you like!

What we need from you:
B Research Questions

B Brief description on why you'd like to research this topic!

Don’t feel discouraged to suggest your own topic if you are unable to articulate your intent
well. We will help you refine your ideal

Lukas Gehrke, Adrian Stein | Seminar Software Supply Chain Security | 05/02/2026 19
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The organizational side
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Objectives TUTI

The seminar aims at teaching you how to do literature search and present your results
(written and spoken). In more detail, we utilize the topic software supply chain security to
practise

1. doing literature search on pre-selected sub-topics and summarizing the results by,

2. writing a research paper (10 pages),
3. and giving a talk of 20 minutes with 10 minutes of discussion.

To give you something to start with, the seminar includes

1. a brief introduction about SBOMs and supply chain security,
2. as well as general hints about literature research, scientific writing and presentations.

Lukas Gehrke, Adrian Stein | Seminar Software Supply Chain Security | 05/02/2026 20



Shedule TUm

might be subject to change

If accepted, you send Do literature search
If interested, you N Start working on your
o three ordered topic and creale a paper Further search and Upload your
paricipais in maiching. preferences by e-mail Ppaper as soon as you concept. Submit list of writing. Submit paper Finalize works an your presentation in moodle

Send letter of get your topic - not paper and start working

" . Your topic matchings references and notes draft in Moodle by May lon July 13th for "hot fix"
mativation by e-mail " mandatory but highly on the presentation
until Feb 13th will be published recommended about concept by May 26th feedback
shortly. 4th
Feb 5 Feb 26 Apr 16 May June Jul 6 Jul 16

IN PERSOM ONLINE i IN PERSON ONLINE or IN i
Pre-meeting h _— Seminar kick-off. IN PERSON PERSON :

[You get familiar with Sen:!lsz::“gztrzhmg | Introduction ta Individual feedback Draft feedback, Yofﬁtmiflhe H INYES‘RfiEngN

content and announced. Final | Scientific Search, on literature search Peer Review: aper 1 resentations

learning goals; can {opics Iol\‘uw 3 Writing and results Everyone reviews pap i p

ask questions Pl | Presentations two other papers H
| |
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Further organizational matter (tentative) TUTI

B Time: Thursdays 10:00 - 12:00 a.m. (final presentations 30 min x number of presenters)

B Room: 01.08.033

B Capacity: 8-10

B Language: English (written assignments, slides), German (spoken in presentations)
English optional in presentations

Target Group: master’s and bachelor’s students who are interested in the topic

Your presence at the in-person meetings is mandatory.

Lukas Gehrke, Adrian Stein | Seminar Software Supply Chain Security | 05/02/2026 22



Deliverable requirements TUTI

Intermediate
B Literature search results: List of sources and description of findings

B Paper Draft: 60%-ready paper with list of references for feedback
B Optional individual feedback sessions in person

Presentation
Bl 20 min talk and 10 min discussion

B Use the TUM 16:9 templates? for slides (IATEX or PowerPoint)

Paper
B (Exactly) ten pages, two-column style, excluding references and appendix

B Use the seminar template, based on the IEEE template®

2http ://portal.mytum.de/corporatedesign
https://www.ieee.org/conferences/publishing/templates.html
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Grading and requirements for passing TUTI

Please take a look at what the terms of your degree program state about written
assignments and oral presentations. ("Priifungsordnung")*

Grading will be:
B 50% Paper (e.g. structure, writing style, literature search results, grammar and spelling
mistakes)

B 40% Presentation (e.g. presentation quality, usage of media, explanation)
B 10% Discussion (e.g. reaction to questions and comments of the audience)
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So, would you like to participate? TUTI

For matching prioritization, send me a letter of motivation (three to ten sentences) where
you state why you would like to participate and what interests you in software supply chain
security to gehrke@sec.in. tum.de.

If you have your own topic suggestion fitting into the topic’s context, feel free to include it.

Please also briefly state your prior experience with cybersecurity.

Set as subject "Motivation Seminar SSCS". Deadline: February. 13th, 2026 by 23:59 CET
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