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Abstract

Distance-bounding protocols provide strong security guarantees,
yet their secure realization depends on high-precision physical-
layer timestamping of signal transmission and reception. In princi-
ple, modern commodity IEEE 802.11 chipsets fulfill these technical
requirements. However, distance-bounding research and experi-
mentation on Wi-Fi remain severely limited, as the required high-
precision timestamping functionality on 802.11 hardware is tightly
coupled to fixed protocol exchanges (e.g., FTM) implemented in
closed-source firmware. This restricts the freedom of open research.

Our work overcomes this hurdle by reverse-engineering the high-
precision timestamping pipeline of the ESP32-C3 Wi-Fi stack. The
analysis reveals that the ESP32-C3 hardware generates precise time-
stamps for ordinary OFDM frames, not only for FTM-associated
ones. This unexposed capability enables precise timestamping of
ordinary Wi-Fi traffic and forms the technical basis for implement-
ing custom time-of-flight protocols on low-cost commodity devices.
Drawing on this capability, we present the first open-source li-
brary extension exposing high-precision timestamping primitives
on commodity IEEE 802.11 hardware.

To demonstrate the practical utility of our library extension, we
implement a proof-of-concept authenticated distance-bounding pro-
tocol. Our implementation showcases flexible timing, application-
defined frame content, and fully open protocol logic beyond stan-
dardized exchanges. Experimental evaluation under line-of-sight
conditions shows that proximity decisions with meter-level granu-
larity are achievable. Overall, our work provides an open and au-
ditable foundation for conducting and deploying security research
based on time-of-flight on widely available IEEE 802.11 devices.
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1 Introduction

Proximity verification has become a fundamental building block for
modern security systems. Applications such as keyless vehicle en-
try, proximity-based access control, geo-fencing, and device pairing
rely on the ability to authentically verify distances between devices.
Mobile devices can determine the distance between each other by
exchanging radio messages and measuring physical properties of
those signals. While some radio signal properties, such as signal
strength, can be manipulated by an attacker, the propagation speed
of radio waves is ultimately limited by the speed of light. Conse-
quently, an attacker may delay, distort, or relay a transmission, but
they cannot reduce the Time of Flight (ToF) of a radio signal below
a physical lower bound. Secure distance-bounding uses departure
and arrival timestamps to estimate the ToF of a signal, thereby
establishing authenticated distance bounds [2].

Achieving this requires nanosecond-accurate timestamps. For
that reason, most experimental research on distance-bounding has
been conducted on special-purpose platforms such as Software-
Defined Radios (SDRs) or Ultra Wide Band (UWB) chipsets. These
platforms expose sufficiently precise PHY-level timestamping of
radio frames, provide documentation, and allow researchers to
implement and audit custom protocols. However, they are not rep-
resentative of the majority of commodity wireless hardware and
are rarely deployed in mass-market devices.

In contrast, Wi-Fi is one of the most widely deployed radio
technologies [1, 33, 40]. It is interesting to note that modern Wi-Fi
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already supports high-resolution timestamping in off-the-shelf com-
mercial hardware. IEEE 802.11’s Fine Timing Measurement (FTM)
mechanism enables timestamp-based ranging and is integrated into
an increasing number of smartphones, routers, and IoT devices.

Although commodity Wi-Fi chipsets can, therefore, in princi-
ple generate high-resolution timestamps, this functionality is ef-
fectively inaccessible. Timestamping is managed on the firmware
level, which is closed-source on commodity hardware, preventing
researchers from obtaining timestamps for ordinary Wi-Fi frames.
Further, the FTM protocol limits precise frame timestamping to a
specification-defined fixed message exchange. Developers cannot
alter the frame content or scheduling of those fixed FTM exchanges
nor retrieve precise timestamps outside of the predefined FTM pro-
cedure. As a result, commodity Wi-Fi has, despite its ubiquity and
abilities, remained largely inaccessible for open distance-bounding
research. This limitation hinders open experimentation and pre-
vents research achievements from being translated into real-world
applications. For example, previous works that attempted to im-
prove distance-bounding security in Wi-Fi (cf: [30, 31]) were im-
peded in their efforts by this limitation. Furthermore, closed-source
implementations are difficult to audit. This is critical since previ-
ous research has demonstrated that Wi-Fi firmware often contains
security flaws [7, 9, 21].

In this paper, we make precise Wi-Fi timestamping accessible.
We reverse-engineer the IEEE 802.11 FTM firmware implementa-
tion for the ESP32-C3, a low-cost and highly popular Wi-Fi-enabled
microcontroller. We document the timestamp extraction and pro-
cessing pipeline in detail. We discover that, in fact, the ESP32-C3
generates timestamps for all Wi-Fi frames?, not only FTM ones.
Based on these findings, we present an open-source extension to its
standard library exposing high-precision timestamping primitives
for ordinary Wi-Fi frames to developers and researchers.

To illustrate the utility of our library extension from a practical
perspective, we design and implement a physical-layer distance-
bounding protocol, enabling authenticated distance-bounding on
off-the-shelf Wi-Fi hardware. To the best of our knowledge, this
represents the first open-source implementation of a timestamp-
based distance-bounding protocol on such hardware. We release our
library extension and protocol implementation publicly to enable
independent auditing, reproducibility, and further applied security
research (cf. Section 10).

Our main contributions can be summarized as follows:

e Through reverse-engineering, we discover that the ESP32-
C3 is capable of precisely timestamping ordinary non-FTM
Wi-Fi frames, even those addressed to a different device.

e We present the first open-source library extension for the
ESP32-C3 that exposes low-level IEEE 802.11 timestamping
primitives, enabling arbitrary ToF-based protocol design on
off-the-shelf hardware.

o We release our library extension to enable independent au-
diting, replication, and further research on proximity-based
security mechanisms.

We make the following additional contributions to showcase the
applicability of our work:

!transmitted using an Orthogonal Frequency-Division Multiplexing (OFDM)-based
modulation scheme
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o Using our library extension, we design, implement, and pub-
lish an authenticated distance-bounding protocol on com-
modity Wi-Fi hardware.

e We evaluate our custom protocol implementation, demon-
strating that accurate distance-bounding is possible using
our library extension.

More broadly, our work allows research advances from distance-
bounding to move from special-purpose radios to the Wi-Fi realm,
allowing advances in security research to become practically avail-
able to more people. The combination of ubiquity, cost efficiency,
communication bandwidth, and operational range make Wi-Fi an
especially attractive platform for security research. With unit prices
around one US dollar [11], the ESP32-C3 provides an unprece-
dentedly low-cost entry point for large-scale, real-world distance-
bounding experimentation. We enable researchers to timestamp
regular Wi-Fi traffic with picosecond-resolution without the need
for an expensive SDR. Thus, we create a foundation for open-source
implementations of timestamp-based distance-bounding protocols
on commodity hardware that can be independently audited.

2 Background

In this section, we introduce essential principles of secure distance-
bounding and provide a technical overview of Wi-Fi FTM.

2.1 Timestamp-Based Distance-Bounding

Distance-bounding protocols, as first introduced by Brands and
Chaum [5], allow a Verifier to establish an authenticated upper
bound on the physical distance to a Prover. In the strict sense,
distance-bounding protocols rely on rapid single-bit exchanges to
authenticate the distance. We use ‘distance-bounding’ in a broader,
functional sense: any protocol that establishes an authenticated
upper bound on distance, regardless of how this is achieved.

Wireless systems can estimate the distance between devices by
using physical properties of radio signal propagation, such as re-
ceived signal strength, carrier phase, and signal propagation time.
While signal strength and phase-based approaches are widely used
for localization and proximity estimation (e.g., iBeacons, Corona
Warning Apps, Bluetooth Channel Sounding, and FindMy net-
works), they are inherently susceptible to active manipulation [26,
27, 29, 34]. This enables relay attacks, known as “mafia fraud” [5],
in which an adversary transparently relays messages between two
honest parties to make them appear closer than they are.

In contrast, timestamp-based ToF estimation relies on signal
departure and arrival times and therefore directly reflects the sig-
nal propagation delay. The propagation delay is fundamentally
constrained by the speed of light. This makes timestamp-based
ToF estimation the only ranging primitive suitable for distance-
bounding with security guarantees. Therefore, for the remainder
of this work, we will focus exclusively on timestamp-based ToF
estimation.

In practice, meaningful distance-bounding requires timestamp-
ing of transmission and reception events at the physical layer, as
software-based timing is not sufficiently precise. Consequently, the
feasibility of distance-bounding depends critically on hardware
support for precise timestamping.
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Figure 1: FTM Message Exchange. The Responder sends an
FTM measurement frame, which is then acknowledged by
the Initiator. Both parties record the respective departure
and arrival timestamps #;_4.

2.2 IEEE 802.11 Fine Timing Measurement

IEEE 802.11 FTM, introduced in IEEE 802.11-2016 (802.11mc), pro-
vides a standardized mechanism for timestamp-based ranging be-
tween Wi-Fi devices. FTM relies on precise timestamps in order to
produce usable measurements. The Responder of the protocol sends
an FTM measurement frame, whereupon the Initiator must imme-
diately reply with an ACK frame. This exchange is visualized in
Figure 1. Both participants record precise timestamps correspond-
ing to the transmission and reception of these frames (commonly
denoted as t; through t,), from which a round-trip time and a dis-
tance (d) estimate can be derived:

_ (ts—t) = (ts = 1) e )

2

where c is the speed of light. This message exchange is repeated mul-
tiple times in quick succession. The timestamps are subsequently
collected by the Initiator, who then estimates the distance (1). The
specification does not permit deviating from this specific protocol.
Thus, the content, timing, and scheduling of FTM frames are fixed
and cannot be modified. No implementation of this standard is
known that allows for timestamping of any non-FTM frames.

d

2.3 Timestamp Error Sources and Correction
Methods

In existing timestamp-based positioning systems, two sources of
error dominate under Line of Sight (LOS) conditions.

First, multipath effects are a major source of error [20, 32]. A
signal is typically not received solely via the shortest propaga-
tion path between sender and receiver, but also via reflected paths.
As a consequence, measurements that depend on the propagation
delay may correspond to a reflected, longer path rather than the
direct one. This is a fundamental issue of all radio-based distance
measurement methods. Importantly, under LOS conditions, multi-
path effects increase the measured distance by extending the path’s
length. Therefore, distance-bounding protocols, which aim to verify
that sender and receiver are within a maximum distance, do not
produce false-positive results due to multipathing. By performing
multiple measurements, especially in non-static environments, it is
likely that the direct path is eventually observed, confirming the
lower distance bound.
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The second critical source of error is clock drift. Every clock drifts,
running slightly faster or slower than its nominal frequency. When
measuring time spans (for instance, t; — t; in FTM), even a small
clock drift can cause significant errors. Previous work [38] estimates
that in so-called Simple Two-Way Ranging (STWR) schemes, as
used in FTM, for every second that elapses before the reply, a
ranging error of 12 - 10° meters accumulates.? This issue could be
mitigated by employing a Double-Sided Two-Way Ranging (DS-
TWR) scheme. DS-TWR schemes extend the message exchange by
an additional response frame, introducing further timestamps that
enable clock drift effects to be reduced to negligible levels through
cancellation [38]. This allows for more flexible timing schedules.

3 Motivation

Timestamp-based distance-bounding is an important primitive in
modern security protocols [2]. While a large corpus of open research
exists around the topic, it appears that this work is conducted only
on special-purpose radios. UWB chipsets offer high-precision time-
stamping and commonly expose low-level programming interfaces
suitable for implementing distance-bounding protocols. UWB has,
therefore, become a popular platform for academic research on
secure ranging. While UWB chipsets are slowly becoming part
of high-end consumer devices, their deployment remains limited
compared to radios that provide better connectivity (e.g., Wi-Fi,
Bluetooth, Zigbee). SDRs offer even greater flexibility, and some
match all requirements to conduct secure distance-bounding, but
their cost and complexity are high.

It would be highly valuable to have more distance-bounding
focused security research, development, and auditing not only on
special-purpose devices but on everyday off-the-shelf hardware.
This would allow security improvements to reach the real-world
user more quickly.

3.1 Considering Commodity Hardware Radios

In our work, we focus on the WiFi protocol. In the following, we
want to briefly explain our choice by considering strengths and
weaknesses of the most popular commodity wireless radios for the
purpose of timestamp-based distance-bounding:

Cellular Networks. Recent 5G standards introduce support for
positioning devices with sub-meter accuracy under favorable con-
ditions. However, this positioning is only supported between user
equipment and base stations, not between peers [19]. This implies
reliance on external infrastructure, thus hindering experimentation
and research.

Bluetooth 6.0. The Bluetooth 6.0 specification, released in Au-
gust 2024, introduces the “Channel Sounding” feature [4]. In its RTT
mode, Channel Sounding utilizes timestamp-based measurements
to estimate distance. Currently, Channel Sounding-capable hard-
ware is limited to a small number of developer boards and novel con-
sumer devices. Timestamping in Bluetooth is implemented within
the link layer and requires firmware-level access. Such access is
typically restricted to specialized development platforms. To our
knowledge, no publicly available implementation allows for the

2 Assuming a 20ppm clock.
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timestamping of arbitrary frames or full control over the measure-
ment exchange. In addition, Bluetooth’s typical communication
range of roughly 10 m [22] limits its applicability for longer-range
distance-bounding scenarios.

Wi-Fi. Wi-Fi is one of the most widely deployed wireless tech-
nologies in consumer and IoT devices [18, 33]. As noted in Sec-
tion 2.2, devices that support the FTM feature must be capable of
high-precision timestamping. Wi-Fi is frequently the primary con-
nectivity interface in commodity devices and typically offers sub-
stantially greater range than Bluetooth. This makes it particularly
attractive for medium- to long-range distance-bounding scenarios.

Based on these deliberations that highlighted device availabil-
ity, communication range, and existing hardware timestamping
support, we selected Wi-Fi as our target commodity platform.

3.2 Current Limitations of Wi-Fi Timestamping
Features

Despite supporting precise timestamp measurements, existing Wi-
Fi standards provide only limited support for secure and auditable
distance-bounding.

FTM. FTM frames are neither encrypted nor authenticated. The
802.11mc specification does not permit header modifications, user-
defined payloads, or changes to the scheduling of frames. These
limitations hinder researchers from introducing methodological
improvements and evaluating new security-oriented timestamping-
based protocols. Additionally, prior work has shown that both
specification-level ambiguities and vendor-specific implementation
flaws lead to further vulnerabilities [30, 31]. The closed nature of
commodity Wi-Fi device firmware impedes security analysis.

Next Generation Positioning (NGP). IEEE 802.11az extends FTM
with improved accuracy, higher robustness, and optional crypto-
graphic protections for the FTM frames. While New Generation
Positioning (NGP) represents a significant step forward for Wi-Fi-
based positioning, it does not fundamentally address the issue of
openness. At the time of writing, support for NGP is limited, and
existing implementations remain tightly integrated into proprietary
firmware, with no access to physical-layer timestamps or protocol
internals. It is not clear when NGP will be widely adopted. Existing
devices cannot be upgraded.

Early analyses have raised concerns regarding NGP’s security
and privacy properties [17]. For instance, NGP performs authen-
tication and replay protection through an interactive handshake
between the access point and the station, which precludes purely
passive ranging schemes. This design choice prevents privacy-
preserving approaches, in which the station must remain silent [30].

Finally, NGP’s security guarantees depend on correct firmware
behavior, including state management and the generation of fresh
nonces. As available firmware is closed-source, users are forced
to trust vendors’ implementation. Past vulnerabilities in wireless
firmware implementations demonstrate that such assumptions are
fragile [31, 35, 36]. Since auditing proprietary firmware requires
extensive reverse engineering, NGP does not eliminate the need
for open and auditable implementations that enable independent
verification and experimentation.
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As a result, despite widespread hardware support for precise
timestamping, the current state of Wi-Fi ranging does not provide
an open or auditable foundation for implementing secure distance-
bounding protocols on commodity devices.

3.3 Restrictions on Current Research

The limitations imposed by closed firmware and restricted time-
stamp access have significantly constrained prior research on secure
Wi-Fi ranging.

Schepers et al. [31] previously investigated the security claims of
Wi-Fi FTM. They identified severe issues in the specifications and
concrete implementations and demonstrated them on commodity
hardware. They suggested specific enhancements to improve secure
ranging on commodity Wi-Fi. Unfortunately, their proposals could
not be evaluated in hardware at the time due to the lack of open
Wi-Fi hardware with precise timestamping.

Similarly, Schepers and Ranganathan [30] analyzed FTM from
a privacy perspective. They found that the FTM protocol leaks
information that permits a passive adversary to infer location infor-
mation about the participating clients. They proposed an improved
passive positioning system that could eliminate this issue, but had
to rely on an expensive SDR for implementation. In their paper,
they stated:

Initially, we tried using commodity hardware to act
as the observing station. However, even with modern
Wi-Fi cards such as the Intel AX-200, we are unable to
obtain reliable timestamps with close-to nano-second
precision.

These examples illustrate a broader structural problem: while
security and privacy weaknesses of Wi-Fi ranging have been iden-
tified, implementation and evaluation of improved designs on com-
modity hardware have not been possible due to firmware-imposed
restrictions. In this work, we remove this barrier by exposing pre-
cise timestamping primitives on the ESP32-C3. We implement and
evaluate a proof-of-concept protocol inspired by prior work [31],
showing that previously stated theoretical improvements can now
be realized and tested on low-cost commodity hardware by anyone.

4 Liberating Fine Timestamping on the
ESP32-C3

The ESP32-C3 is a Wi-Fi-capable microcontroller designed and mar-
keted by Espressif. The provided development framework includes
two components that are relevant for our work:

e An extensive software library, which is mostly open-source,
although Wi-Fi-related functionality is closed-source.

e Debugging capabilities powered by the popular debugger
GDB.

As part of its Wi-Fi capabilities, the ESP32-C3 supports FTM. How-
ever, it does not permit the implementation of custom protocols
based on accurate timestamping, because timestamps can only be
obtained using the FTM procedure.

To liberate timestamping from FTM, we used static and dynamic
analysis to enable precise timestamping of ordinary 802.11 frames.
We expose this new timestamping functionality through a library
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extension with an easy-to-use API, which enables anybody to im-
plement custom timestamping-based protocols on the ESP32-C3.
We continue with a discussion of the steps necessary to achieve
this goal:

(1) Understand the closed-source implementation that calculates
accurate timestamps from raw data in FTM on the ESP32-C3.

(2) Understand from where this implementation sources the
necessary raw data.

(3) Inject functionality into the firmware to reliably retrieve raw
data from these locations ourselves, and verify whether this
data is valid even for ordinary (non-FTM) OFDM frames.

(4) Gain ability to associate computed timestamps with frames.

Below, we provide a short explanation of the techniques used and
caveats identified in the process. Subsequently, we present the API
that resulted from this.

4.1 Identifying Timestamp Origins

Since the built-in FTM functionality relies on precise timestamps
and reports them to the developer if desired, it is a promising
starting point for our analysis. We are especially interested in the
timestamps corresponding to non-ACK frames. From now on, we
denote them as t7x and tgx (t; and t, in FTM) associated with the
transmission and reception of frames, respectively.

Identifying trx Origin. Since the Initiator captures tgy itself and
has access to all timestamps from the report, the timestamp never
leaves the device. As a consequence, it is possible to trace it to its ori-
gin using dynamic analysis. Specifically, usage of GDB’s watchpoint
functionality iteratively reveals that the final tgy is first written
into memory by the function ftm_record_t2t3_cb. Through static
analysis, we find that the final timestamp is computed from multiple
raw timestamps. These are read from a memory region accessible
through the global symbol wDevCtrl. Note that before reading the
raw timestamps, the library sleeps for 50 ps, presumably waiting
for the hardware to write them into memory.®

Identifying trx Origin. The approach for locating tgx cannot
be used for locating t7x since it is captured on a different device
entirely. The discovered symbol names for tgx, however, give some
indication of where to find #rx as well. Scouring all symbol names
for similar ones to ftm_record_t2t3_cb reveals a function respon-
sible for calculating trx: ftm_record_t1t4_cb. Once again, the
origin of t7x’s raw timestamps is found through static analysis.

In contrast to tgx, the raw timestamps for trx are located in a
special memory region that is documented as “Reserved” in the
ESP32-C3 Technical Reference Manual [13, Section 3.3.5.1]. We
suspect that these raw timestamp locations are hardware registers.

4.2 Intercepting Control Flow

Having successfully located the raw timestamps, and gained an un-
derstanding of how they are processed to form the final timestamps,
it is in theory straightforward to reimplement this procedure. How-
ever, the process of obtaining raw timestamps depends on highly
volatile library-internal state. Reading raw timestamps in an in-
correct state produces invalid results. While the library allows for

3Using GDB, no write to the raw timestamps’ memory locations can be observed.
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Offset wifi_promiscuous_pkt_t Raw trx
(byte)

0..10 <reserved> / <unrelated> <unused>
11 <reserved> raw tRX 1
12..15 timestamp raw tRX 2
16..27 <reserved> / <unrelated> <unused>
28..31 <reserved> / antenna raw tRX 3
32..50 <reserved> / <unrelated>
50.. payload

Figure 2: Comparison of wifi_promiscuous_pkt_t and raw
trx locations

application-defined callbacks for transceived packets with esp_
wifi_set_promiscuous_rx_cb and esp_wifi_set_tx_done_cb,
neither provides the necessary state for reading raw timestamps.

Ideally, raw timestamps should be read in the same code paths
where the library would read raw timestamps for FTM. Note that
there are two such code paths: for transmission and reception, re-
spectively. Static and dynamic analysis reveals that both of these are
invoked from a common library-internal handler function (ppTask).
This function is responsible for dispatching various Wi-Fi and PHY-
related events to the correct handler function.

Crucially, it calls these handler functions via writable function
pointers from the global array pp_wdev_funcs. We can intercept
execution by overwriting these function pointers with our own
application-level functions. We refer to this method of interception
as hooking, and the injected application-level functions as hooks.

The reception hook is invoked exactly once for every received
frame reported by the PHY-layer. For the transmission hook, how-
ever, not every invocation represents a successful transmission,
since it is also invoked in other related scenarios.

4.3 Obtaining Frame Data

Through these hooks, we can observe that the hardware indeed pro-
duces timestamps with picosecond-resolution for ordinary 802.11
frames transmitted using an OFDM-based modulation scheme. This
even includes frames observed via promiscuous mode; that is,
frames not addressed to the receiving device. This capability is
far from trivial: The specification mandates timestamps exclusively
for FTM-associated frames. It is entirely plausible that the designers
of the hardware could have opted not to provide timestamps for
other frames. This discovery fundamentally enables the contribu-
tions presented in the following sections and is a requirement for
custom protocol design.

Although we can now precisely timestamp any transceived
frame, we lack the corresponding frame payload and metadata.

Obtaining Received Data. To communicate received frame infor-
mation to application code, the library uses the wifi_promiscuous_
pkt_t type. It is documented to contain the frame payload and radio
metadata. We noticed that it is possible to reinterpret the memory re-
gion containing the raw timestamps asawifi_promiscuous_pkt_t
in order to gain access to the frame payload and info. Note that
the raw timestamps then coincide mostly with fields marked as
“Reserved”. See Figure 2 for a visualization.
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typedef void (*rx_cb_t)(uint64_t rx_ts,
wifi_promiscuous_pkt_t =xpkt);

typedef void (*tx_cb_t)(uint64_t tx_ts,
uint8_t xframe_data, uintl16_t data_len);

void set_rx_cb(rx_cb_t rx_ch);
void set_tx_cb(tx_cb_t tx_cb);

Figure 3: C API to our timestamping library. Users provide
callback implementations of type rx_cb_t and tx_cb_t.

Obtaining Transmitted Data. We observe that in the transmit
timestamping code path, a pointer to transmitted frame data is
used in preparation for further processing. For details on how we
identified this pointer, see Appendix A. Using static and dynamic
analyses, we identify the code path that ordinarily computes this
pointer. As a consequence, we have access to ordinary transceived
frames and their corresponding precise timestamps.

4.4 API and Implementation

The main artifact of this work is a library extension with an easy-
to-use API that provides users with payload, metadata, and precise
timestamps of transceived 802.11 frames. We will now discuss how
this API can be used by applications, and give insight into how it is
implemented.

API Our API provides the functions set_rx_cb and set_tx_cb,
which take a pointer to an application-defined callback function as
their only parameter. For every transceived 802.11 frame, our library
invokes the given callback functions, passing various data about
the frame, including its precise timestamp.? The exact signatures
are shown in Figure 3.

Applications using our API should be aware of a few caveats:

(1) Before registering callbacks using our API, an application
should configure the Wi-Fi stack as documented by the stan-
dard library. Note that the RX callback is only invoked for
802.11 frames not filtered by hardware. In particular, de-
pending on the application, it may be necessary to enable
promiscuous mode and configure appropriate promiscuous
packet filters.

(2) Care has to be taken that an OFDM-based modulation scheme
is used.

(3) The callback functions are given pointers to internal data
structures managed by the ESP library. An application should
neither use these pointers after the callback returns, nor
should it attempt to free them.

(4) Callbacks are invoked from the context of low-level code
paths internal to the ESP32-C3’s standard library. The stan-
dard library does not intend application-level code to be
executed in this context. Therefore, no blocking operations
should be performed from within a callback. Further, the
entire functionality of the standard library is not available.

4Timestamps reported by the official FTM implementation wrap around after approxi-
mately 283 seconds due to an integer overflow. The timestamps provided by us do not
suffer from this problem: they are increasing monotonically.
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Implementation. Our APIT’s implementation is based entirely on
our findings described in Sections 4.1 to 4.3. We reimplemented the
relevant snippets of assembly code in C.°

At its core, our implementation injects two custom hooks into
library-internal code paths, as described in Section 4.2: one for re-
ception and one for transmission of frames. The hooks are designed
to ensure that regular operations of the library are not disrupted.

In the hooks, we obtain and compute timestamps based on the
findings from Section 4.1. In an analogous fashion, frame data is
obtained as described in Section 4.3. Finally, we call the appropriate
user-defined callback, and pass the obtained timestamp and frame
data as arguments.

The reception hook includes the delay of 50 ps described in Sec-
tion 4.1. The transmission hook reimplements only the subset of
branches responsible for successfully transmitted frames.

5 Proof of Concept: Custom Protocol

After liberating the timestamping functionality on the ESP32-C3
and making it accessible through an API, it is now possible to realize
arbitrary distance-bounding protocols, without being limited by
either the Wi-Fi specification or any vendor’s implementation of it.
We demonstrate our APT’s usefulness for security-focused protocols,
as well as achievable precision by implementing a proof-of-concept
secure ranging protocol. We refer to it as the Authenticated Presence
Protocol (APP). This protocol incorporates three design choices that
demonstrate freedoms we gain over FTM and NGP:

Freedom in content: In APP, custom frames with application-
defined data are timestamped, instead of frames with a fixed
message structure as imposed by the Wi-Fi standard.
Freedom in timing: The protocol uses a large delay be-
tween timestamped frames (100 ms), while maintaining pre-
cision by using DS-TWR instead of STWR (cf. Section 2.3).
Openness: The protocol’s implementation is entirely open-
source, thus providing auditability and enabling users to
adapt and extend the protocol.

When designing APP, we took inspiration from findings and
suggestions from the work of Schepers et al. [31].

5.1 APP Design

Two devices with previously established trust can use APP to verify
each other’s physical presence in a cryptographically authenticated
manner. Specifically, each device can continuously verify whether
the other device is currently within a predefined distance.

Note that by assuming that both devices are trusted, APP focuses
explicitly on preventing mafia fraud attacks. We do not investigate
other attacks commonly associated with distance-bounding like
distance fraud or terrorist fraud, where one device is assumed to
be malicious.

APP has to fulfill three prerequisites:

(1) Both parties have to exchange 802.11 frames and timestamp
their respective departure and arrival times. Additionally,

5 At various steps, access to library-internal global symbols is required. This is not a
significant issue since the linker has access to all library symbols, even internal ones.
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each exchanged frame has to include some identifying in-
formation, in order to correlate departure and arrival time-
stamps belonging to the same frame.

(2) Locally-observed timestamps alone do not contain enough
information to compute distance to the peer. Once timestamp
values are captured, they have to be exchanged with the peer.

(3) All communication has to be authenticated. Specifically, ex-
changed timestamp values have to be protected. Care must
be taken to consider only the arrival time of authentic frames.

5.2 APP Implementation

Our implementation assumes that both participating devices are
assigned a distinct identifier (party ID), and that they share an AES
key. Each party locally accumulates observed timestamp values. Ev-
ery 100 ms, each party sends a broadcast frame containing recently
collected timestamps. To ensure the authenticity and integrity of the
timestamps, they are encrypted with AES-GCM using the shared
key. The IV for that encryption consists of the sender’s party ID and
a message counter, which is incremented for each frame sent. This
ensures that the IV is unique across all messages from all parties.

Additionally, each party listens for transmissions from the peer
using promiscuous mode. If decryption of a received message re-
veals that the data is authentic, the contained timestamps are eligi-
ble for further evaluation.

To gather trustworthy timestamps in the first place, we leverage
the same frames used for exchanging data. We can use the IV
to correlate arrival with departure timestamps since it is unique
across all messages. For received frames, after the authenticity check
succeeds, we know that the frame’s content, including the IV, is
genuine and was not forged: The attacker could not have generated
this frame. Since an attacker also cannot reduce the arrival time of
a genuine frame below the limit imposed by physical distance, an
attacker is not able to reduce the apparent ToF [2, Section 1.3].

Each party obtains a set of trustworthy timestamps: some ob-
served locally and some received from the peer. To estimate the
current distance, we use data from within the last 30 seconds. To
be precise, we identify all occurrences of the specific 3-frame struc-
ture required by DS-TWR (cf. Section 2.3), and apply the DS-TWR
algorithm independently to each occurrence.

To handle packet loss, this identification process will skip any
frame that was not received successfully. In such a case, it would
fall back to the next successfully received frame. In Figure 4, we
provide a visualization of the exchanged messages and the DS-TWR
identification process.

The final result is computed as the median of the lowest 10% of
the DS-TWR results. If this value is less than a user-defined thresh-
old, we conclude that the parties are currently within proximity.

6 Evaluation

We continue with the evaluation of the achievable precision using
our new library extension on the ESP32-C3 and the performance
of the proposed presence protocol.
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Figure 4: Example excerpt of an APP message exchange. En-
crypted data is shaded gray. The identified DS-TWR message
structure is highlighted in green.

Figure 5: Photo showing our hardware. Apart from power
supply, no external hardware is used.

6.1 Setup

To assess how reliably two devices can decide whether they are
closer than a given distance threshold, we conducted controlled ex-
periments using two Xiao ESP32-C3 boards® connected to standard
Wi-Fi antennas.” Both devices ran the APP implementation based
on our library extension (cf. Section 5.1). The devices are pictured
in Figure 5.

6.2 Experiment 1

First, we determined the minimum reliable distance granularity.
Specifically, we analyzed how well a measurement at 10 m can be
distinguished from measurements at surrounding distances. It is
important to note that we intentionally did not perform the ex-
tensive process of hardware calibration (e.g., compensation for
antenna characteristics or fixed processing delays). Consequently,
the reported values correlate with, but do not represent absolute
physical distances. Instead, these experiments are meant to evalu-
ate the system’s ability to discriminate between relative distances

6https://wiki.seeedstudio.com/XIAO_ESPS2C3_Getting_5tarted/
https://www.wimo.com/de/18545
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under fixed hardware conditions. Since distance-bounding security
decisions rely on threshold comparisons, relative separability of
measurements is our primary concern.

Methodology. One device is fixed at a stationary point with its
omnidirectional antenna perpendicular to the ground. In each it-
eration of the experiment, the second device is moved around the
reference point, maintaining a constant distance to incorporate
varying antenna orientations and multipath effects. Distances be-
tween 5m and 15m were sampled in 1 m increments. Experiments
were conducted in a concrete courtyard surrounded by buildings
where LOS conditions were ensured.

Results. Figure 6 shows the recorded measurements, and Table 1
reports the corresponding sample count® and standard deviation.
Note that the measurement sets were collected physically one meter
apart and are discernible from each other based on their median
of measured distance. Accounting for the extrema in measured
distances, the data indicates that differences as small as 2m are
distinguishable.

6.3 Experiment 2

We conducted a second experiment to obtain more fine-grained re-
sults about the resolution of the threshold-based distance-bounding
decision.

Methodology. We conducted the follow-up experiment under
identical conditions, with different distances. First, we recorded
measurements at a distance of 10 m for 30 s to establish a cutoff
threshold for the proximity-decision algorithm. Subsequently, we
positioned the second device at distances from 9m to 11 m in 25 cm
increments. At each position, measurements were collected for 120 s
while logging the distance-bound accept/reject decisions produced
by the algorithm (cf Section 5.2).

Results. We show the obtained acceptance and rejection rates for
each distance in Figure 7. We collected between 750 and 800 valid
samples® per true distance. Any distance above 10.5 m resulted in an
acceptance rate of 0, while any distance below 9.5 m resulted in an
acceptance rate of 1. These results establish clearly distinguishable
“outside” and “inside” zones, with a 1 m-wide margin in between.

Overall, the results indicate that, under LOS conditions and a
fixed hardware configuration, our system can be used for proximity
decisions with a conservative safety margin of 2m added to the
configured threshold. We believe that this demonstrates how our
new library extension can be used to develop more sophisticated
distance-bounding protocols on commodity hardware.

7 Related Work

In this section, we review prior work related to the ESP32-C3 Wi-Fi
stack, physical-layer attacks, and Wi-Fi-based distance-bounding.

7.1 ESP32 Wi-Fi Research

The project ESP-WiFi-Hal [12] has already attempted to reimple-
ment the Wi-Fi stack of the ESP32 family as open-source firmware.
While their solution supports basic Wi-Fi communication, it does
not implement special features such as FTM.

8complete message exchanges.
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Table 1: Experiment 1 sample count and standard deviation

Distance[m] | 5 | 6 | 7 | 8 | | 10 | 11 | 12 | 13 | 14 | 15
Samples 820 | 828 | 831 | 800 802 | 823 | 793 | 825 | 803 | 806
Stdev(s) | 0.076 | 0.075 | 0.180 | 0.204 0.086 | 0.266 | 0.211 | 0.175 | 0.147 | 0.221

The ESP32-S2, another device from the ESP32 family that sup-
ports FTM, has been the subject of research. The authors of [14]
developed a custom board that contained multiple ESP32-S2s as
controllers for a multi-antenna array. By using one common clock
source for all ESPs, they were able to correlate their captured Chan-
nel State Information (CSI) data. Using this correlated data, they
demonstrated the ability to perform angle-of-arrival estimation. In
contrast, our approach is entirely software-based and requires no
hardware modifications.

7.2 Physical-Layer Attacks on Timestamping

Distance-bounding protocols that aim to prevent distance reduc-
tion rely on the correctness of the timestamps produced by the
underlying hardware. Specifically, they assume that an attacker
cannot cause a signal to be timestamped earlier than permitted by
physical propagation constraints. A substantial body of prior work
has investigated attacks that challenge this assumption. These at-
tacks are largely orthogonal to protocol design and affect all known
timestamp-based ToF estimation platforms, including UWB, pro-
prietary systems, and Wi-Fi [23, 24, 28].

Many ranging systems, including FTM and NGP, rely on cor-
relating frame synchronization structures to measure timestamps.
This process is vulnerable to Early-Detect/Late-Commit (ED/LC)
attacks [24]. By transmitting a preliminary signal prior to receiving
the true, so far unknown, symbol and subsequently adapting the
transmission once sufficient information is obtained, an adversary
can reduce the measured reception time, thereby decreasing the
measured ToF. Recent work [23, 24] shows that distance reduction
attacks are possible in principle, but require strong assumptions.
Besides performing signal processing in very short time spans, the
attacker has to know the channel conditions between all parties
and emulate them accordingly. Moreover, successful distance re-
duction requires the attacker to tamper with both directions of
a single ranging exchange. Depending on the protocol, multiple
measurement rounds must be reliably compromised.

Similar attacks have been demonstrated against single-carrier
UWB systems; however, under controlled laboratory conditions.
A rather low success rate of approximately 4% was achieved [23].
For multicarrier systems, such as OFDM, the attack complexity
increases.

Rather than claiming immunity to physical-layer attacks, our
work aims to enable open and auditable experimentation using
physical-layer timestamping on commodity Wi-Fi hardware. By
exposing low-level timestamping primitives, our platform allows
researchers to empirically evaluate PHY-level assumptions, explore
mitigation strategies, such as randomized timing or unpredictable
channel switching, and better understand the practical limitations
of distance-bounding on widely deployed hardware.

7.3 Wi-Fi Distance-Bounding

Distance-bounding has been studied extensively since its introduc-
tion by Brands and Chaum [5], and numerous protocol variants
have been proposed and analyzed (cf. [2, 6]). While much of this
research focuses on specialized radio platforms, commodity Wi-Fi-
based distance-bounding has also received considerable attention.
However, it is crucial to clearly categorize research in this field
based on the employed physical measurement principles. The ap-
proaches differ greatly in their security guarantees.

Signal Strength. A wide variety of approaches based on signal
strength exist (cf. survey [10]). However, these are generally suscep-
tible to relay attacks and should not be used in a security-sensitive
context [8, 15].

Phase-Based. Another popular measurement principle is Phase-
Based Ranging (PBR) (cf [37, 39, 41]). In (multicarrier-)PBR, the
distance estimate is derived by measuring the phase of the received
signal across multiple subcarriers. Phase-based approaches are use-
ful for ranging in a benign setting. However, they are not a suitable
foundation for secure distance-bounding. In fact, previous work has
demonstrated under practical real-world conditions that a relaying
attacker is able to manipulate the phase of a victim’s signal to trick
another victim into arbitrary measurement results [26, 29, 34].

Timestamp-Based. In contrast, proposals using timestamp-based
distance-bounding rely on detecting the physical arrival of a frame
at the receiver’s hardware. While such systems are not immune to
physical-layer distance reduction attacks (cf: Section 7.2), an adver-
sary cannot simply shift a signal’s apparent arrival time without
engaging in significantly more advanced ED/LC-style attacks that
require computationally demanding signal processing under strict
timing constraints (cf. [27]).

While most Wi-Fi implementations offered frame transmit and
receive timestamps prior to FTM, these timestamps were too coarse
for any meaningful distance-bounding under realistic settings [25].
After the introduction of FTM, some works [16, 30, 31] identified
significant security and privacy weaknesses in FTM and proposed
improvements. However, due to firmware restrictions, these im-
provements could not be implemented on commodity hardware at
the time. Other authors studied the accuracy of FTM-ranging and
how the results of FTM could be improved without low-level access
to the timestamping primitives [3, 20].

8 Discussion and Future Work

When communicating over an insecure medium, cryptography can
be used to establish a secure channel. The same is not possible with
timestamp-based distance-bounding because no higher layer can
mitigate security problems in the timestamping process. By expos-
ing transmit and receive timestamps for ordinary OFDM frames
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on the ESP32-C3, we decouple timestamping capabilities from the
standardized FTM exchange. Through our AP, timestamping be-
comes accessible to the application level, rather than remaining a
firmware-controlled feature. This creates several freedoms:

Custom payload: Any OFDM frame can be timestamped,
including application-defined frames with arbitrary payload.
Flexible scheduling: Our work offers support for alterna-
tive ranging schemes that do not follow the strict inter-frame
and response timing requirements of FTM.

Openness: Users can implement protocols that are indepen-
dent of the restricted firmware functionality (e.g., use their
own cryptographic primitives and random sources).

Future work can be performed with low cost and under realistic
conditions. We want to highlight a few examples of research that
we see as significant next steps:

TDoA-based positioning: Schemes based on Time Differ-
ence of Arrival (TDoA) can be implemented entirely on com-
modity hardware, including privacy-preserving positioning
variants.

Piggybacked ranging: Instead of exchanging dedicated
ranging frames, regular Wi-Fi traffic can be timestamped,
reducing overhead and enabling continuous background
proximity verification.

N-party distance-bounding: Because timestamping is no
longer restricted to a bilateral FTM exchange, multi-party
authenticated presence verification becomes feasible. This
is relevant for group-based access control or crowd-safety
scenarios.

We also want to acknowledge that several limitations remain:

e Our solution is based on the assumption that hardware-
generated timestamps reflect physical transmission and re-
ception events faithfully.

e We do not provide resistance against physical-layer distance
reduction attacks.

e In APP, we assume that both devices are trusted, not consid-
ering distance fraud attacks.

e Our evaluation was conducted under LOS conditions.

e Our library extension is currently limited to the ESP32-C3.

Next to the mentioned scenarios, future work could include porting
our solution to other platforms, including the compensation for
different antenna and platform profiles.

9 Ethics Considerations

While our motivation is to enable the community to develop more
secure and privacy-preserving open-source applications, we must
also acknowledge that this work could be used to develop accurate
passive tracking systems, thereby creating privacy concerns. While
such systems were feasible before, mainly using special-purpose
SDRs, we have to consider the impact of the broad availability of
commodity Wi-Fi hardware.

FTM-ready chips are already widely available, and with ongo-
ing projects as described in Section 7.1 we contend it was only a
question of time until this feature was exposed. With this work,
we want to initiate a public dialogue in the community about the
consequences of this feature’s availability. In particular, we believe

Maximilian von Tschirschnitz, Daniel von Kirschten, Viktor Boskovski, Simon Neuenhausen, and Jens Grossklags

that everyone should be aware of the capabilities hidden in com-
modity hardware, so that people can both make use of them and
protect themselves.

We received permission from Espressif to reverse-engineer their
library and continue the conversation with relevant stakeholders.

10 Availability

Our library extension as well as the APP protocol implementation
along with documentation are available at https://github.com/tum-
itsec/timestamps-unchained.

11 Conclusion

In this work, we extend the capabilities of the ESP32-C3, creating an
open platform for PHY-layer timestamping and distance-bounding
research. By reverse-engineering the FTM implementation of the
ESP32-C3, we identified and exposed the internal timestamping
pipeline. We observe that timestamps are produced for transmitted
and received frames not only for standardized FTM exchanges,
but for ordinary OFDM frames, even ones not addressed to the
ESP32-C3.

Based on these insights, we developed and released an open-
source library extension that provides access to high-resolution
timestamps through an easy-to-use APL As such, this work removes
a long-standing barrier in Wi-Fi ranging research: the inability
to design and experimentally evaluate custom timestamp-based
positioning protocols on widely deployed hardware.

To demonstrate the practicality of our contribution and the po-
tential applications, we implemented an authenticated distance-
bounding protocol as a proof of concept and evaluated its perfor-
mance under LOS conditions. Our results indicate that proximity
decisions with meter-level granularity are achievable.

Our work does not claim immunity against physical-layer dis-
tance reduction attacks, nor does it replace the need for further
security analysis. Instead, it provides an open foundation on com-
modity hardware, enabling researchers to experiment, implement
and evaluate protocol designs, mitigation strategies, and PHY-layer
assumptions in realistic settings. We hope this contribution fos-
ters transparent, reproducible, and practically relevant research on
secure proximity verification in Wi-Fi systems and facilitates the
rapid adoption of innovations into commodity hardware.
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Figure 8 visualizes relevant library code paths to understand our
process in identifying the transmission frame data pointer. The
timestamping code path is shown on the left-hand side, with 1mac
ProcessTxComplete being the hooked function.

Our goal is to retrieve the frame pointer in this code path. Since
the library allows to call a user-defined function and provides a
pointer to the frame payload for every transmitted frame, we use
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{lmacProcessTxComplete]

(omitted for brevity)

ppProcTxDone

{(timestamping logic)] (ppEnqueueTxDone) {ppDequeueTxDone_lockedj {(application—deﬁned function)]

Figure 8: Simplified excerpt of standard library code paths related to frame transmission. Black arrows denote calls; * denotes
calls via writable function pointers. Data flow of the frame data pointer is shown in green.

this function as the starting point for analysis. Specifically, this call
is performed by ppProcTxDone. It retrieves the pointer to the frame
payload by invoking ppDequeueTxDone_locked, which takes it
from a global queue. Note that ppProcTxDone itself does not provide
correct state for reading raw trx.

Conversely, the similarly named function ppEnqueueTxDone is
responsible for enqueueing frames. This function is called from
within the hooked function. So, we can combine analysis of pp
ProcTxDone with analysis of the code path from 1macProcessTx
Complete to ppEnqueueTxDone to retrieve frame data in our hook.
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