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Introduction

Problems
 Android is the main target for many attackers who seek to exploit new victims

 Sending spam emails, spreading new malware, generating revenue from online 

advertisements

 Continuous investigation on the Android malware detection and categorization

 Static feature-based method: API-call-based, Permission-based, executable-pattern-

based, etc. 

 Dynamic feature-based method: network-traffic-based, system-call tracing-based, etc. 
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Introduction

Motivation
 Static analysis

 Hidding vulnerabilities and malware invoked by 3rd-party libraries at runtime

 Dynmiac analysis

 Port-, IP-address-based methods are too simple(Manual features) for the 

sophisticated malware

 System-call-based methods are too expensive and inefficient

 Falcon: Efficient, dynamic analysis, and representation-learning based method
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Introduction

Contribution
 present Falcon, a network-traffic-pattern-based Android malware detection and 

categorization framework;

 design a bidirectional LSTM network to accomplish 2D gray image sequence classification, 

which takes the network packets as input. 

 create a dataset, AndroNetMnist, which includes 3,255,391 2D gray images in five classes 

for network traffic classification. 

 evaluate the accuracy of our approach using real-world datasets
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Related Work
 Feature-code-based methods
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Related Work
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 Machine/Deep learning-based methods
  Malicious API(Mainfest file) based methods
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Related Work
 Feature-code-based methods
 Machine/Deep learning-based methods
  Malicious API(Mainfest file) based methods
  Permission-based methods
  Program-code-based methods

• Control flow graph-based
• Function-call/API-call graph-based 
• Executable-file pattern-based
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Related Work
 Feature-code-based methods
 Machine/Deep learning-based methods
  Malicious API(Mainfest file) based methods
  Permission-based methods
  Program-code-based methods
  Network-traffic-based-methods
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Design and Implementation
 Overview
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Design and Implementation
 Overview
 Feature Extraction
 Network Traffic and Flow

• Network Traffic Analysis
 Package, Flow, Session

• Network Flow: 5-tuple

Peng Xu, Claudia Eckert, Apsotlis Zarras | IT Security | Technical University of Munich



Design and Implementation
 Overview
 Feature Extraction
 Network Traffic and Flow
 Network Flows to Images

• Images:
• 784-Byte
• Trimming and Padding

• Labels:
• Five classes: one benign and 
four malware
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Design and Implementation

 Overview
 Feature Extraction
 Network Traffic and Flow
 Network Flows to Images
 Feature Generation

• an 8-layer convolution neural network 
• 70,213 total parameters
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Design and Implementation

 Overview
 Feature Extraction
 Network Traffic and Flow
 Network Flows to Images
 Feature Generation
 Continous Network Traffic

• a 2D sequential image classification
• a bi-directional LSTM network 
• network traffic’s continuous characteristics
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Design and Implementation
 Overview
 Feature Extraction
 Model Training and Prediction
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Evaluation
 Experimental Setup
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  Platform
 Linux X86-64
 128 GB RAM and 16 GB GPU

 Software
 Tensorflow 2.0.0-beta0
 Keras 2.2.4
 Sklearn 0.20.0
 SplitCap 
 pillow 6.1.0 
 numpy 1.16.4
 matplotlib 3.1.1



Evaluation
 Experimental Setup

 Datasets
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 426 malware and 1700 benign samples
 Split the dataset with 80% training and 20% testing



Evaluation
 Experimental Setup

 Datasets

 Results Comparison - Malware Detection
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Evaluation
 Experimental Setup

 Datasets

 Results Comparison - Malware Detection
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Falcon-CNN cannot determine the whole network flows characteristics because most 
malicious behaviors are hidden in a few network flows by sophisticated attackers.



Evaluation
 Experimental Setup

 Datasets

 Results Comparison  - Malware Categorization
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Evaluation
 Experimental Setup

 Datasets

 Results Comparison - Various Classifiers
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Limitation
 Dataset

 Dynamic Network Flow dataset: small number

 Samples classes: only four malware types and one benign
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Limitation
 Dataset

 Time efficiency

  Time consumption: more time comsumption than port-based 

method
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Conclusion
 present Falcon, a network-traffic-pattern-based Android malware detection and 

categorization framework;

 design a bidirectional LSTM network to accomplish 2D gray image 

sequence classification, which takes the network packets as input. 

 create a dataset, AndroNetMnist, which includes 3,255,391 2D gray images 

in five classes for network traffic classification. 

 evaluate the accuracy of our approach using real-world datasets
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